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FERROELECTRIC MATERIAL: SOME BASICS

CRYSTALLOGRAPHY

FERROELECTRICS:
• Crystallize in a non-centrosymmetric phase  ELECTRIC DIPOLE
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ELECTRIC DIPOLE

Pup

-

+

CRYSTALLOGRAPHY

FERROELECTRICS:
• Crystallize in a non-centrosymmetric phase  ELECTRIC DIPOLE

FERROELECTRIC MATERIAL: SOME BASICS
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Pup

-

+
Pdown

-

+

FERROELECTRICS:
• Crystallize in a non-centrosymmetric phase  ELECTRIC DIPOLE

• Show a SPONTANEOUS & SWITCHABLE ELECTRIC POLARIZATION

CRYSTALLOGRAPHY ELECTRIC DIPOLE

FERROELECTRIC MATERIAL: SOME BASICS
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Pup Pdown

THERMODYNAMICS (Landau-Ginzburg-Devonshire)CRYSTALLOGRAPHY

FERROELECTRICS:
2 STABLE POLARIZATION STATES that can be switched by an ELECTRIC FIELD

FERROELECTRIC MATERIAL: SOME BASICS
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Pdown Pup

THERMODYNAMICS (Landau-Ginzburg-Devonshire)CRYSTALLOGRAPHY

non-volatile memory ultra low power

FERROELECTRICS:
2 STABLE POLARIZATION STATES that can be switched by an ELECTRIC FIELD

FERROELECTRIC MATERIAL: SOME BASICS
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metallic electrode

metallic electrode

ferroelectric

material

Voltage

FERROELECTRICS:
2 STABLE POLARIZATION STATES that can be switched by an ELECTRIC FIELD

FERROELECTRIC MATERIAL: SOME BASICS
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Voltage (V)

Polarization

(µC/cm²)

+ PR

- PR

E

+ VC

E

- VC

metallic electrode

metallic electrode

ferroelectric

material

Voltage

FERROELECTRICS:
2 STABLE POLARIZATION STATES that can be switched by an ELECTRIC FIELD

FERROELECTRIC MATERIAL: SOME BASICS
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• 1921: discovery of the elegant, fundamental physics of ferroelectricity by J. Valasek

J. Valasek, Phys. Rev. 17, 475 (1921)

FERROELECTRICS: KEY DATES
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• 1921: discovery of the elegant, fundamental physics of ferroelectricity by J. Valasek

• 1952: ferroelectric memory invented by Dudley Allen Buck (crosspoint arrays)

ferroelectric material:

BaTiO4

FERROELECTRICS: KEY DATES
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• 1921: discovery of the elegant, fundamental physics of ferroelectricity by J. Valasek

• 1952: ferroelectric memory invented by Dudley Allen Buck (crosspoint arrays)

• 1990’s: disturb issue solved by adding a select transistor (1T-1C bitcell)

D. Bondurant, Ferroelectrics, (1990)

“The FeRAM is the world's first integrated ‘nonvolatile static RAM’.”

ferroelectric material:

Pb(ZrxTi1-x)O3 (PZT) 

Sr1-xBi2+yTa2O9 (SBT)

FERROELECTRICS: KEY DATES
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• 1921: discovery of the elegant, fundamental physics of ferroelectricity by J. Valasek

• 1952: ferroelectric memory invented by Dudley Allen Buck (crosspoint arrays)

• 1990’s: disturb issue solved by adding a select transistor (1T-1C cell)

• Today: main Ferroelectric Random Access Memory (FeRAM) players

INFINEON

TEXAS INSTRUMENT

LAPIS (ROHM)

SKhynix

FUJITSU

Fujitsu has sold more 

PZT FRAM chips than 

any emerging memory 

in history – over 4 

billion units since 1999!

FERROELECTRICS: KEY DATES
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ATTRACTIVE FEATURES: 
• Ultra low power: < 10fJ/bit
• Fast: < 100ns 
• Low voltage: < 3V
• High endurance: Up to 1015 cycles

BUT

DOWNSIDES: 
• PZT is not CMOS friendly (lead)
• PZT is not scalable
 PZT-based FeRAM limited to niche 
applications & relaxed nodes (130nm)

FERROELECTRIC MEMORY (FERAM) MAIN INTERESTS
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› a change of paradigm for NVM

FERROELECTRIC HfO2

YEARS

NODES

1950

Perovskites (PZT)

CMOS comp.: poor
Scalability: poor
Maturity: high

2007

500nm

180nm

130nm
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› a change of paradigm for NVM

FERROELECTRIC HfO2

Ferroelectricity discovery in Si-doped HfO2

YEARS

NODES

1950

Perovskites (PZT)

CMOS comp.: poor
Scalability: poor
Maturity: high

2007 2011

500nm

180nm

130nm

T. S. Böscke, APL 2011
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› a change of paradigm for NVM

FERROELECTRIC HfO2

Ferroelectric HfO2

YEARS

NODES

1950

Perovskites (PZT)

2007 2011

500nm

180nm

130nm

J. Müller et al., IEDM’13

2013

CMOS comp.: poor  excellent
Scalability: poor  excellent
Maturity: high  low
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› a change of paradigm for NVM

FERROELECTRIC HfO2

Ferroelectric HfO2

YEARS

NODES

1950

Perovskites (PZT)

2007 2011

500nm

180nm

130nm

2013

CMOS comp.: poor  excellent
Scalability: poor  excellent
Maturity: high  low

2018

M.H. Park et al., MRS’18
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Low / High VT Transistor Low / High Resistive StateLow / High Displacement Current

FeRAM FeFET FTJ

APPLICATION
SPACE

Artificial synapse (neuromorphics)
Vector Matrix Multiplications

Embedded memory arrays ANALOGDIGITAL

VARIOUS FERROELECTRIC MEMORIES

Plate Line (PL)
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Low / High VT Transistor Low / High Resistive StateLow / High Displacement Current

FeRAM FeFET FTJ

APPLICATION
SPACE

Artificial synapse (neuromorphics)
Vector Matrix Multiplications

Embedded memory arrays ANALOGDIGITAL

VARIOUS FERROELECTRIC MEMORIES

1T - 1C
Plate Line (PL)
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› ‘0’ and ‘1’ states

1T-1C FeRAM

• State ‘0’  Pdown

Top electrode

Bottom electrode

Ferroelectric

Plate Line (PL)

Bit Line (BL)

Word Line (WL)

Top electrode

Bottom electrode

Ferroelectric

Bit Line (BL)

Word Line (WL)

‘0’ ‘1’

Plate Line (PL)

• State ‘1’  Pup
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› WRITE ‘0’ and ‘1’ states

1T-1C FeRAM

• WRITE ‘0’ : 

• precharge BL to GND

• pulse WL > Vth

• pulse PL > Vc

Top electrode

Bottom electrode

Ferroelectric

Plate Line (PL)

Bit Line (BL)

Word Line (WL)

Top electrode

Bottom electrode

Ferroelectric

Bit Line (BL)

Word Line (WL)

‘0’ ‘1’

Plate Line (PL)

Vref

• WRITE ‘1’ : 

• PL to GND

• pulse WL > Vth

• pulse BL > Vc
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› READ ‘0’ and ‘1’ states

1T-1C FeRAM

• READ ‘0’ : 

• BL floating

• pulse WL > Vth

• pulse PL > Vc  small VBL elevation

(displacement current)

Top electrode

Bottom electrode

Ferroelectric

Plate Line (PL)

Bit Line (BL)

Word Line (WL)

Top electrode

Bottom electrode

Ferroelectric

Bit Line (BL)

Word Line (WL)

‘0’ ‘1’

Plate Line (PL)

• READ ‘1’ : 

• BL floating

• pulse WL > Vth

• pulse PL > Vc  high VBL elevation

(displacement current + switching current) 
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‘0’

› Destructive READ

1T-1C FeRAM

• READ operation is destructive! 

Top electrode

Bottom electrode

Ferroelectric

Plate Line (PL)

Bit Line (BL)

Word Line (WL)

Top electrode

Bottom electrode

Ferroelectric

Bit Line (BL)

Word Line (WL)

‘0’

Plate Line (PL)
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› Destructive READ

1T-1C FeRAM

• READ operation is destructive!  WRITE BACK necessary

Top electrode

Bottom electrode

Ferroelectric

Plate Line (PL)

Bit Line (BL)

Word Line (WL)

Top electrode

Bottom electrode

Ferroelectric

Bit Line (BL)

Word Line (WL)

‘0’ ‘1’

Plate Line (PL)
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› READ ‘0’ and ‘1’ states

1T-1C FeRAM

Plate Line (PL)

Bit Line (BL)

Word Line (WL)

‘0’ ‘1’

VREF

+ -

VBL

Sense

Amplifier

CBL
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› BL voltages

1T-1C FeRAM

Plate Line (PL)

Bit Line (BL)

Word Line (WL)

‘0’ ‘1’

VREF

+ -

VBL

Sense

Amplifier

CBL

𝐕𝐁𝐋
𝐍𝐒𝐖 =

𝐂𝐃
𝐂𝐃 + 𝐂𝐁𝐋

× 𝐕𝐏𝐋

𝐕𝐁𝐋
𝐒𝐖 = 𝐕𝐁𝐋

𝐍𝐒𝐖 +
𝟐. 𝐏𝐑 × 𝐒

𝐂𝐃 + 𝐂𝐁𝐋CD
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› Sense, amplify, and write back

1T-1C FeRAM

Plate Line (PL)

Bit Line (BL)

Word Line (WL)

‘0’ ‘1’

VREF

+ -

VBL

Sense

Amplifier

CBL

Time

Voltage WL
PL

BL
VREF

‘1’

‘0’

SA enabled

write backsense amplify

𝐕𝐁𝐋
𝐍𝐒𝐖 =

𝐂𝐃
𝐂𝐃 + 𝐂𝐁𝐋

× 𝐕𝐏𝐋

𝐕𝐁𝐋
𝐒𝐖 = 𝐕𝐁𝐋

𝐍𝐒𝐖 +
𝟐. 𝐏𝐑 × 𝐒

𝐂𝐃 + 𝐂𝐁𝐋CD
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› Memory Window

1T-1C FeRAM

Plate Line (PL)

Bit Line (BL)

Word Line (WL)

‘0’ ‘1’

VREF

+ -

VBL

Sense

Amplifier

CBL

𝐕𝐁𝐋
𝐍𝐒𝐖 =

𝐂𝐃
𝐂𝐃 + 𝐂𝐁𝐋

× 𝐕𝐏𝐋

𝐕𝐁𝐋
𝐒𝐖 = 𝐕𝐁𝐋

𝐍𝐒𝐖 +
𝟐. 𝐏𝐑 × 𝐒

𝐂𝐃 + 𝐂𝐁𝐋CD

Memory Window (MW):

• increases when FeCAP area increases

• increases when 2.PR increases

• decreases when CBL increases
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› Arrays

1T-1C FeRAM

BLn-1 BLn
BLn+1

WLn-1

WLn

WLn+1

PLn-1

PLn

PLn+1
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› Arrays: bitcell programming

1T-1C FeRAM

BLn-1 BLn
BLn+1

WLn-1

WLn

WLn+1

PLn-1

PLn

PLn+1

‘1’

GND
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› Arrays: bitcell programming

1T-1C FeRAM

BLn-1 BLn
BLn+1

WLn-1

WLn

WLn+1

PLn-1

PLn

PLn+1

‘1’

GND

GND GND

Inhibit unselected

bitlines to avoid disturb
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› Arrays: bitcell programming

1T-1C FeRAM

BLn-1 BLn
BLn+1

WLn-1

WLn

WLn+1

PLn-1

PLn

PLn+1

‘0’

GND
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› Arrays: bitcell programming

1T-1C FeRAM

BLn-1 BLn
BLn+1

WLn-1

WLn

WLn+1

PLn-1

PLn

PLn+1

‘0’

GND

Inhibit unselected

bitlines to avoid disturb
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› Arrays: analog-like characterization with destructive READ operation

1T-1C FeRAM

Specific methodology to achieve analog-like characterization

Set VREF

Program a 1Program a 0

Read Read

VREF < VBL
NSW

SA output = 1
VREF ≥ VBL

NSW

SA output = 0
VREF < VBL

SW

SA output = 1
VREF ≥ VBL

SW

SA output = 0

Increment VREF Increment VREF

Iterative READ and WRITE operations with scanning VREF allows

to reconstruct ‘0’ and ‘1’ distributions in 1T-1C FeRAM arrays
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› BEOL integration in MAD200 test vehicle (130nm node)

HfO2-BASED MFM CAPACITORS INTEGRATION

MAD200: a versatile platform for assessing BEOL-NVMs (OxRAM, PCRAM… and FeRAM)

NVM bitcell ("1R" / "1C")

selecting transistor ("1T")

FEOL CMOS
 mature foundry 

technology

 from single NVM 

bitcells up to 

complex circuits

BEOL NVM

HCMOS9 

(130nm node, 

200mm)
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› Thermal budget for crystallization: prerequisite for BEOL integration

HfO2-BASED MFM CAPACITORS INTEGRATION

2.PR > 30µC/cm²  demonstrated down to a thermal budget of 350°C

[T. Francois et al., IEDM 2019]
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› BEOL integration at 130nm node – Morphological results

HfO2-BASED MFM CAPACITORS INTEGRATION

[T. Francois et al., IEDM 2019]
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› BEOL integration at 130nm node – Morphological results

HfO2-BASED MFM CAPACITORS INTEGRATION

[T. Francois et al., IEDM 2019]
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› BEOL integration at 130nm node – Morphological results

HfO2-BASED MFM CAPACITORS INTEGRATION

2019:  demonstration of ferroelectric Hf0.5Zr0.5O2 in BEOL-integrated sub-µm² FeCap (NaMLab/Leti)

29 30 31 32

10

15

20


In

te
n
s
it
y
 [
a
.u

.]

2Theta [deg]

 In-Plane

 GIXRD

L* (nm)

In-Plane 17.2

Out-of-plane 8.6

Tensile Stress +3,35 GPa

GIXRD characterization demonstrating oIII

ferroelectric phase, with ~10nm-thick / 20nm-

large cristallites

[T. Francois et al., IEDM 2019]
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› BEOL integration at 130nm node – Electrical results 

HfO2-BASED MFM CAPACITORS INTEGRATION

electrical demonstration of scaled FeRAM capacitors integrated in BEOL without impacting FEOL

[T. Francois et al., IEDM 2019]
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› BEOL integration at 130nm node – Electrical results 

HfO2-BASED MFM CAPACITORS INTEGRATION

Same behavior on 1C and 1T-1C 

[T. Francois et al., IEDM 2019]

Switching kinetics on single scaled capacitors (10nm HZO)

down to 30ns switching capability
>50% even at low voltages (2V)
Suitable for memory application
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› BEOL integration at 130nm node – Electrical results 

HfO2-BASED MFM CAPACITORS INTEGRATION

Endurance >1011 cycles (4V) for a BEOL-integrated HZO FeCap

[T. Francois et al., IEDM 2019]

Endurance measurement on single scaled capacitors (10nm HZO)
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› BEOL integration at 130nm node– Si-implanted HfO2

HfO2-BASED MFM CAPACITORS INTEGRATION

Si:HfO2 as a BEOL compatible ferroelectric material. Si doping by ion implantation

[L. Grenouillet et al., VLSI 2020]

Si:HfO2 (HSO) FeCap in BEOL (thermal budget 450°C)
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› BEOL integrated FeCap: area scaling

HfO2-BASED MFM CAPACITORS INTEGRATION

Scaling down FeRAM to sub-µm² sizes has a positive impact on reliability: promising for NVM application

[R. Alcala et al., EDTM 2022]
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› Data retention & Imprint

HfO2-BASED MFM CAPACITORS INTEGRATION

Good data retention at 85°C even for Opposite State. Imprint rate increases above 125°C

[R. Alcala et al., EDTM 2022]
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› BEOL integration of 3D FeCap

HfO2-BASED MFM CAPACITORS INTEGRATION

2D & 3D 10nm HZO-based FeCap integrated between M6 & M7. Endurance > 109 cycles 

[Y.D. Lin et al., IEDM 2019]
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› Middle Of Line integration

HfO2-BASED MFM CAPACITORS INTEGRATION

Advantage of MOL integration: higher thermal budget allowed for crystallization

[J. Okuno et al., VLSI 2020]
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› 16 kbit FeRAM test vehicle (Leti - MAD200v3)

HfO2-BASED FERAM ARRAYS

SL SC
& drivers

Ti
m

in
g 

b
lo

ck Control SC

128x128 matrix

Sense Amplifiers

WL SC
& drivers

Output & Input SC

16 kbit 1T-1C FeRAM layout

3x circuit versions, with FeCap areas 
= 0.36 / 0.24 / 0.16µm²

Scan chains for bitcell addressing, 
circuit control and buffering out data

Sense Amplifiers for (destructive) reading 
operations

Internal Pulse Generators for sub-ns programming

16 kbit 1T-1C FeRAM chip view
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› 16 kbit FeRAM test vehicle (Leti - MAD200v3)

HfO2-BASED FERAM ARRAYS

FeRAM bitcell & read operation

bitcell = 1T FEOL + 1C BEOL
Array = 128 Word Lines x 128 Bit Lines

Polarization state of a bitcell is not directly 
measurable 

Read operation = attempt to program a '0'
- if bitcell = '1'  ferro switch detected
- if bitcell = '0'  no ferro switch detected
- program back data

convention

BL pulse programs '1'

SL pulse programs '0'

Programming a 1(a)

Programming a 0

SL BL

WL

0

Reading a 1(b)

Reading a 0

(c)

VBL
NSW

VBL
SW

SL BL

WL

1

SL BL

WL

1

SL BL

WL

0

Reading a 1

V
B

L
 [

V
]

Time

VSL Reading Pulse

VREF

Reading a 0
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› 16 kbit FeRAM electrical results (Leti - MAD200v3)

HfO2-BASED FERAM ARRAYS

Distributions on Si:HfO2-based 16 kbit FeRAM
(0.36 µm² FeCap, 4.8V/2µs pulses, after wake-up) 

0 bitfail, large Memory Window

Nominal memory operation
at VREF=0.85V

1 State

0 State

[T. Francois et al., IEDM 2021]

Measured 

MW 16kbit = 170mV 

Extrapolated 

MW 6σ = 32mV
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› 16 kbit FeRAM electrical results (Leti - MAD200v3)

HfO2-BASED FERAM ARRAYS

Memory speed

Excellent switching speed down to 10ns
Endurance > 107 cycles using high cycling field

Endurance 
Si:HfO2-based 16 kbit FeRAM

[T. Francois et al., IEDM 2021]

(a) (b) (c)

SBD HBD

SBD = 0.90% HBD = 0.46% 

@107 cycles

Wake-up
40ns

+4.0V

SL BL

+4.0V
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› 16 kbit FeRAM electrical results (Leti - MAD200v3)

HfO2-BASED FERAM ARRAYS

Data retention at 125°C

MW open after 104s @125°C with VREF = 0.85V
Solder reflow compatibility demonstrated for the first time

0 bitfail after 3x solder reflow test (Tmax=260°C)

[T. Francois et al., IEDM 2021]

Programmed Pattern Read Pattern after x3 SMTSMT Temperature Profile

1 State 0 State 1 State 0 State
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› 64 kbit FeRAM electrical results (SONY)

HfO2-BASED FERAM ARRAYS

100 % bit functionality and 480 mV read margin (1µm² FeCap)
Sub 10 ns operation speed and < 2.5 V operating voltage

[J. Okuno et al., VLSI 2020]
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› 16 kbit FeRAM electrical results (Xidian University, Xi’an UniIC Semiconductor)

HfO2-BASED FERAM ARRAYS

Integration between M6 & M7 of TaN/HZO/TaN 64µm² FeCap and larger
30 ns switching speed, >104 s data retention, and >1011 cycling capability. 
> 109 write/read cycling for the 1T–1C cell is achieved for the first time at array level.

[W. Xiao et al., Science China 2022]
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› HfO2-based 1T-1C FeRAM

BENCHMARK

Sony
(VLSI 2020)

Sony
(IMW 2021, 
EDTM2022)

Leti
(IEDM 2021)

Xidian University, 
Xi’an UniIC

Semiconductor

Node 130nm 130nm 130nm 130nm

Circuit size 64 kbit 64 kbit 16 kbit 16 kbit

Ferro material-
stack

TiN / HZO 10nm / TiN TiN / HZO 8nm / TiN TiN / HSO 10nm / TiN
TaN / HZO 20nm / 

TaN

Integration, 
thermal budget

MOL (M1) > 500°C MOL (M1) > 500°C
BEOL (M4-M5) < 

500°C
BEOL (M6-M7) < 

500°C

Min. write voltage 2.5V 2V 2.5V 3.5V

Write speed
14ns at 2.5V (one 

state)
16ns at 2V (one 

state)
4ns at 4.8V (both

state)
30ns

Endurance -

>1015 at 2V 
(extrapolated)

> 1010 at 
2V/2.8V(measured)

> 107 at 4V 
(measured)

> 109 at 3.5V
(measured)

Retention - - 125°C 104s 104s (RT)

Solder reflow - - Yes -
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› NVM

BENCHMARK

NOR FLASH MRAM PCRAM OxRAM FeRAM (PZT) FeRAM (HfO2)

Programming 
power

~200pJ/bit ~20pJ/bit ~300pJ/bit ~100pJ/bit ~100fJ/bit ~100fJ/bit

Write speed 20 µs 20 ns 10-100 ns 10-100 ns <100ns
14ns @ 2.5V (Sony)

4ns @ 4.8V (Leti)

Endurance 105 - 106 106-1015 108 105 – 106 on 16 kbit > 1015 > 1011 single device
109 on 16 kbit

Retention > 125°C 85°C - 165 °C 165°C > 150°C 125°C
125°C – SMT 

compliant

Extra masks Very high (>10) Limited (3-5) Limited (3-5) Low (2) Low (2) Low (2)

Process flow Complex Medium Medium Simple Simple Simple

Multi-Level Cell Yes No Yes Yes No No

Scalability Bad Medium High High Poor (130nm)
Poor (2D)
High (3D)
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› 130nm demonstrations since 2020

HfO2-BASED FERAM ARRAYS

Ferroelectric HfO2

YEARS

NODES

1950

Perovskites (PZT)

CMOS comp.: poor  excellent
Scalability: poor  excellent
Maturity: high  in progress

2007 2011

500nm

180nm

130nm

[T. Böscke et al., APL 2011]

2019-2021

FeCAP integration

FeRAM arrays
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› Scalability towards more advanced nodes?

HfO2-BASED FERAM ARRAYS

Ferroelectric HfO2

YEARS

NODES

1950

Perovskites (PZT)

CMOS comp.: poor  excellent
Scalability: poor  excellent
Maturity: high  in progress

2007 2011

500nm

180nm

130nm

[T. Böscke et al., APL 2011]

2019-2021

FeCAP integration

FeRAM arrays

FeRAM challenges 
& perspectives 

for scaling
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OUTLINE

HfO2-based 1T-1C FeRAM arrays: performance overview

Scalability: challenges and perspectives

Ferroelectricity basics

Ferroelectric HfO2: a change of paradigm for NVM

1T-1C FeRAM arrays: basics

HfO2-based MFM capacitors integrated aboveCMOS
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› Voltage scaling

CHALLENGES AND PERSPECTIVES FOR FERAM SCALING

[T. Francois et al., IEDM 2021]

Si:HfO2 16 kbit FeRAM

4.8V  2.5V programming voltage

(a) (b)

Low voltage operation reduces MW
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› Voltage scaling

CHALLENGES AND PERSPECTIVES FOR FERAM SCALING

10nm HZO  8nm HZO

Thickness scaling of ferroelectric layer from 10nm down to 8nm enables operation down to 2V

[J. Okuno et al., IMW 2021]

8nm HZO
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› Area scaling

CHALLENGES AND PERSPECTIVES FOR FERAM SCALING

[T. Francois et al., IEDM 2021]

10nm Si:HfO2 16 kbit FeRAM

0.36µm²  0.16µm² FeCap

Scaling FeCap area reduces MW

[J. Okuno et al., IMW 2021]

8nm HZO 64 kbit FeRAM

1µm²  0.06µm² FeCap



| 69

› Area scaling

CHALLENGES AND PERSPECTIVES FOR FERAM SCALING

Maintaining large FeCap area while reducing footprint is possible using 3D capacitors 

3D Al:HfO2 FeCap, aspect ratio = 13:1

[P. Polakowski et al., IMW 2014] [S. -C. Chang et al., IEDM 2021]

3D HZO anti-ferroelectric capacitor above FinFET
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› Voltage & Area scaling

CHALLENGES AND PERSPECTIVES FOR FERAM SCALING

[T. Francois et al., IEDM 2021]

Voltage scaling & FeCap area scaling results in switching energy lower than 100 fJ/bit
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› Area scaling – 1T-1C bitcell

CHALLENGES AND PERSPECTIVES FOR FERAM SCALING

Main diffentiator w.r.t. resistive memories (OxRAM, PCM, …) for which selector needs to 
drive > 100 µA

In FeRAM : total charge Qdiel + Qferro that needs to flow through the 1C during switching 
corresponds to < 100µA (for 1ns)
 1T footprint can be small
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› Bitline Capacitance scaling

CHALLENGES AND PERSPECTIVES FOR FERAM SCALING

CBL expected to decrease for nodes beyond 130nm 
 allows to improve MW at fixed capacitor area
 allows to decrease capacitor area at fixed MW 

[T. Francois et al., IEDM 2021] [J. Okuno et al., VLSI 2020]
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› Endurance

CHALLENGES AND PERSPECTIVES FOR FERAM SCALING

Encouraging endurance results reported at array level (> 1010 cycles) with recovery phase
Better understanding of role of defects needed at the fundamental level, to reduce wake-up 
and fatigue. 

[J. Okuno et al., EDTM 2022]

HZO-based FeRAM arrays (4 kbit)
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OUTLINE

HfO2-based 1T-1C FeRAM arrays: performance overview

Scalability: challenges and perspectives

Ferroelectricity basics

Ferroelectric HfO2: a change of paradigm for NVM

1T-1C FeRAM arrays: basics

HfO2-based MFM capacitors integrated aboveCMOS
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FERROELECTRIC HfO2 : TAKE-AWAY MESSAGES FOR FeRAM

• Ferroelectricity in HfO2 was unveiled 10 years ago

• Ferroelectric HfO2 currently attracts a lot of attention for non-volatile memory applications:

• CMOS compatibility

• Scalability

• Ultra low power

• Easy integration

• HfO2-based ferroelectric ramdom access memories (FeRAM) are already demonstrating excellent 

performances at the array level (16kbit – 64 kbit) at 130nm

• High speed operation < 20ns 

• Low voltage operation < 2.5V 

• Ultra low energy < 100 fJ/bit

• Endurance > 109 cycles

• Data retention at 125°C

• Solder Reflow Compatilibity

• Material and stack improvement and better understanding needed (wake-up, fatigue, imprint …)

• Destructive reading requires very high endurance and prevents multi-level capability

• HfO2-based FeRAM scaling to node < 130 nm is envisioned
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➢ Polarization is switched between two equivalent states by an external electric field

➢ Reversibly switchable permanent dipoles appealing for information storage

Courtesy of Fujitsu Semiconductor

E

perovskite oxide (ABO3):

PZT, SBT, BTO ...

Ferroelectricity
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Ferroelectric memory

1T1C FeRAM

WL

BL

PL

250 nm

J. F. Scott, Science, 2007

1C FTJ

WL

BL

H. J. Mao, RCS PCCP, 2015

1T FeFET

WL

SL BL

L. V. Hai, Semi. Sci. Tech., 2010

SiO2

Pt

SBT

HAO
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Ferroelectric memory

1T1C FeRAM

WL

BL

PL

250 nm

J. F. Scott, Science, 2007

1C FTJ

WL

BL

H. J. Mao, RCS PCCP, 2015

1T FeFET

WL

SL BL

L. V. Hai, Semi. Sci. Tech., 2010

SiO2

Pt

SBT

HAO



GlobalFoundries © 2021 All Rights Reserved       7

Ferroelectric FET

low-VT

Program

➢ Write: permanent reversal of polarization under VG = VG (|EF| > |EC|) 

→ e.g. n-type FeFET: P↓ results in low-VT

➢ Read is nondestructive

+PR
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MW

Erase

Ferroelectric FET

low-VT

➢ Write: permanent reversal of polarization under VG = VG (|EF| > |EC|) 

→ e.g. n-type FeFET: P↑ results in high-VT

➢ Read is nondestructive

high-VT
-PR
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An old idea

”...one feature of this invention comprises altering the conductivity of a path 

through a semiconductive body by polarizing a ferroelectric maintained in proximity 

to the body to alter the surface charge on a portion of that body.”
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FeFET structures

Mulaosmanovic et al., Nanotechnology, 2021

➢Each of the structures has its particular advantages: 

• MFS: direct contact between FE and S → optimal voltage control of the device

• MFIS: buffer layer between FE and S → interface quality tailoring; no interdiffusion phenomena

• MFMIS: SF/SI tailoring to improve the operation voltage and memory window

➢Also full-BEoL FeFETs have been demonstrated
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Perovskite FeFETs

➢ Excellent endurance and retention

➢ 64kbit NAND functionality

➢ However, scaling and integration concerns!

Sakai et al., JJAP, 2004

Sakai et al., IEEE EDL, 2004

Zhang et al., JJAP, 2011
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Ferroelectricity in HfO2

Tetragonal P42/nmc
(k 70)

Cubic Fm3m
(k 29)

Amorphous HfO2 (k20)

high-k phases

Orthorhombic Pca21

Discovered: 2007
Published: 2011

ferroelectric 
phase

Monoclinic P21/c 
(k 17)

low-k phase

Anneal
Anneal + 

2-6 mol% Si
Anneal + 

> 6 mol% Si

Fi
gu

re
s:

 R
. M

at
er

lik
 e

t 
al

.,
 J

A
P,

 2
0

1
5

NEW!

Courtesy of FMC

➢ Many stabilization knobs for the ferroelectric phase: doping, stress, annealing, film thickness …
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T. S. Böscke et al., APL, 2011

➢ HfO2 is a simple binary oxide → various 
mature deposition techniques available

➢ Large bandgap (5.3-5.7 eV) → reduced 
leakage

➢ Well known high-k material in 
semiconductor industry → CMOS 
compatible

➢ Robust ferroelectricity even upon 
aggressive vertical and lateral scaling

Ferroelectric HfO2
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Ferroelectric Hf1-xZrxO2 

➢ HfO2 and ZrO2 have very similar physical and chemical properties

➢ FE and AFE behavior has been confirmed in HfO2 - ZrO2 solid solution and 
in pure ZrO2 as well

J. Müller, Nano Lett., 2012
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From MOSFET to HfO2 FeFET

Source
Drain

Gate
HfO2

Ferroelectric HfO2

Take standard high-k 
metal-gate (HKMG) 

transistor…

… increase thickness, 
dope it and anneal…

… obtain nonvolatile 
transistor (FeFET)!

➢ Only a few additional masks needed for FeFET fabrication

➢ Full front-end CMOS compatibility make HfO2 FeFETs attractive

Courtesy of FMC
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FeFET evolution2008

➢ First HfO2 based FeFET realized in 65 nm technology

Courtesy of U. Schröder, NaMLab
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FeFET evolution

Mulaosmanovic et al., Nanotechnology, 2021

➢ Rapid progress in material and device development
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HKMG FeFET at GF

H. Mulaosmanovic, IEDM, 2015

M. Trentzsch, IEDM, 2016

S. Dünkel, IEDM, 2017

S. Beyer, IMW, 2020
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64 kbit AND array
W/L=450nm/450nm28SLP eFeFET

22FDX® eFeFET

mini array devices full wafer map
W/L=450nm/450nm

• Memory window > 1.5V

• Retention > 10 years

• Endurance: 104 −105

• Low operation voltages (< 4V)

• Fast access time (ns-regime)

• Full FEoL CMOS compatibility

• Fine-grained co-integration with 
CMOS transistors

• Only 2 structural DUV mask adder

• High scalability (LG = 20 nm)
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➢ Coercive field EC relatively invariant

➢ Thickness of FE tF can be increased

Memory window

FE



GlobalFoundries © 2021 All Rights Reserved       21

30 nm

30 nm

-1 0 1 2 3 4
V

G
[V]

10
-8

10
-7

10
-6

10
-5

I D
[A

]

PRG
ERS

-1 0 1 2 3 4
V

G
[V]

10
-8

10
-7

10
-6

10
-5

I D
[A

]

PRG
ERS

2.9V

1.4V

tF = 10 nm

tF = 20 nm
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➢ Coercive field EC relatively invariant

➢ Thickness of FE tF can be increased

Memory window

H. Mulaosmanovic, IEEE T-ED, 2019

➢ MW up to 3 V is achieved

➢ Stable retention and endurance

➢ Possibility of multi-level storage

FE

FE
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Memory window

Kim et al., APL, 2014 Ali et al., IEDM, 2019

➢ Ferroelectric properties tend to rapidly degrade at higher film thicknesses

➢ Insertion of interlayers (e.g. AlOx) may contrast this degradation

➢ Penalty: integration complexity and larger operation voltage (e.g. 12 V)
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Switching kinetics
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➢ Significant time-voltage switching dependency

➢ Trade-off: fast switching → larger amplitudes

➢ Sub-nanesecond switching demonstrated

Mulaosmanovic et al, IEEE T-ED 67, 5804 (2020)
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Accumulative switching

➢ FeFETs undergo switching even upon sub-critical voltage pulses

➢ Accumulative effect demonstrated over a broad range of electrical conditions

➢ Same physical laws governing both one-shot and accumulative switching
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Mulaosmanovic et al, ACS AMI 10, 23997 (2018)

Mulaosmanovic et al, IEEE T-ED 67, 5804 (2020)
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Size Dependency
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➢Large FeFETs: 

• W = 1 μm, L = 1 μm
• Gradual switching between 2 states
• > 64 intermediate VT states

➢ Ultra-scaled FeFETs: 

• W = 80 nm, L = 30 nm

• Abrupt switching between 2 states

• Apparently, no intermediate states

H. Mulaosmanovic et al., IEDM, 2015

H. Mulaosmanovic et al., EDTM, 2020
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Stochastic switching

➢ Time-voltage trade-off for ferroelectric switching

➢ Switching is a stochastic process!

➢ Unity slope over several decades in the  mean tSW vs. 
standard deviation (σtSW) plot → Poisson process

H. Mulaosmanovic et al., ACS AMI, 2017

time

V
o

lt
a
g

e

V
P

V
N

tPW

GlobalFoundries © 2021 All Rights Reserved       28

Reliability
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during healing Fig.2b

+

T ➢ Proper stack design → robust 
retention, even at T > 250°C 

➢ Improper stack → depolarization

➢ Screening of MW

➢ Long read latency

➢ Degradation of IL

➢ Endurance walk-out

Back-
switching

A. Tan, IEEE EDL, 2021

➢ Usually < 106 cycles

➢ But, some reports with > 1010

cycles avalable
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Integration

S. De, VLSI, 2021

28 nm bulk 22 nm FDSOI

Fin-FeFET

K. Florent, IEDM, 2018
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Omega-FeFETPlanar
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22 FDSOI FeFET: add-on functionality

➢ Back bias enables independent tuning of VT (HVT and LVT)

➢ No polarization disturb

➢ Targeting option for read out
H. Mulaosmanovic, Nanoscale, 2021
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22 FDSOI FeFET: add-on functionality

➢ Back-gate can act as an independent read-out terminal

➢ Artificial increase of MW up to 12 V

➢ Enables easy VT distinction → 4 bit/cell storage

➢ Write and read paths are separated → no read disturb
H. Mulaosmanovic, Nanoscale, 2021

4 bits/cell
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Co-Integration FeFET + CMOS

S. Beyer et al., IMW, 2020

24 Mb D120 QRAM yield

24Mb 0.120µm2 SRAM yield >90% & CMOS within 10% on 28SLPe with FeFET technology

• FeFETs and logic FETs 
sharing the same active area

• 90 nm gate-to-gate distance

• SRAM yield comparable to the high-volume production CMOS 
base platform

• Device matching is within 10% of the base platform

• Can be further improved by target implants
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➢ Ferroelectric HfO2

➢ Device characteristics

• Memory window 

• Switching kinetics

• Size dependence 

• Reliability

• (Co)-Integration

➢ Ferroelectric FETs beyond memory
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Neuromorphic Computing

Σ

w0

w1

wn-1

wn

synapses

neuron

integrate
threshold 

firing 

I0

I1

In-1

In

Iout

➢ Directly or remotely inspired by the computing in biological brains

➢ Main building blocks: synapses and neurons

D. Kuzum et al., IEDM, 2011
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Ferroelectric synapses
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H. Mulaosmanovic et al., VLSI, 2017

➢ Polycrystalline HfO2 → multi-domain ferroelectric

➢ Gradual switching → analog conductivity tuning

➢ Spike-timing dependent plasticity (STDP) demonstrated

➢ Suitable for analog weights in DNNs as well

VP

VN
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Artificial neurons with CMOS

➢ Large capacitor Cmem for the integration of spikes occupies a significant area

➢ Mimicking of additional neuronal dynamics → dramatic increase of n. of transistors

G. Indiveri et al., 

IEEE Trans. Neur. Net., 2006



GlobalFoundries © 2021 All Rights Reserved       37

Ferroelectric neurons

➢ Integration of gate pulses →
integration of spikes coming 
from other neurons

➢ Abrupt switching → firing

H. Mulaosmanovic et al., Nanoscale, 2018

W = 80 nm; L = 30 nm
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Ferroelectric neurons

➢ Stronger neuronal input signals induce higher firing frequency → firing rate tuning

➢ Refractory period can be arbitrarily tuned over several orders of magnitude to satisfy 
circuital requirements (e.g. real-time as well as accelerated-time neuronal dynamics)

W = 80 nm; L = 30 nm

H. Mulaosmanovic et al., Nanoscale, 2018
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Random number generation

➢ Stream of equally probable “1” and “0” 

➢ Populations of “00”, “01”, “10” and “11” is 

nearly matched

H. Mulaosmanovic et al., IEEE EDL, 2018

n11=81

n10=72

n01=72

n00=74

tPW @ P = 0.5
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Frequency multiplication

➢ Tune the symmetry of FeFET‘s ID-VG

by polarization switching and GIDL

➢ Frequency multiplication is achieved

Mulaosmanovic et al., Nature Electron. 3, 2020
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➢ Conclusions

GlobalFoundries © 2021 All Rights Reserved       42

Conclusions

➢ Ferroelectricity – intrinsic memory functionality

➢ FeFETs – very attractive 1T memory solutions for embedded applications

➢ Ferroelectric HfO2 opens new opportunities for FeFETs

➢ Significant progress in device physics, integration, reliability, and scaling over the years

➢ Main switching mechanisms revealed 

→ important learning for retention, disturbs, endurance, array operation schemes

➢ Unconventional applications due to variety of switching patterns

→ Neuromorphic; Reconfigurable logic-in-memory; Frequency manipulation; Security 
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Ferroelectric Tunnel Junction (FTJ)

FE MM
+
+
+
+

̶
̶
̶
̶

FE MM
+
+
+
+

̶
̶
̶
̶

Polarization

reversalTunneling 

current

Emerging memory that utilizes polarization reversal

Demonstration of BaTiO3 FTJ

L. Wang et al., Nano Letters, 16 (2016) p.3911

© 2016 American Chemical Society [1]

Mechanism of barrier modulation

-Single barrier: Screening length of electrodes

-Composite barrier: Paraelectric layer

4

Switching Mechanism

Depolarization field, Edep, modulates potential profile, inducing TER

Single barrier: Screening length Composite barrier: Paraelectric layer
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or Semiconductor
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prevents screening,
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Effect of Edep on FTJ TER

Edep is the TER mechanism, but deceasing memory window

Ec > Edep required for stable polarization

Data reading further destabilizes the polarization

𝐸𝑐 > 𝐸𝑑𝑒𝑝 =
𝑃

𝜀𝐹𝐸𝜀0
1 +

𝜀𝑃𝐸𝑡𝐹𝐸
𝜀𝐹𝐸𝑡𝑃𝐸

−1

𝐸𝑐 > 𝐸𝑑𝑒𝑝 =
𝑃

𝜀𝐹𝐸𝜀0
1 +

𝜀𝑃𝐸𝑡𝐹𝐸
𝜀𝐹𝐸𝑡𝑃𝐸

−1

+
𝜀𝑃𝐸

𝜀𝐹𝐸𝑡𝑃𝐸 + 𝜀𝑃𝐸𝑡𝐹𝐸
𝑉𝑟𝑒𝑎𝑑

Vread

Low resistance state

High resistance

state

Voltage application is inevitable to obtain a sufficient amount of tunneling current, but it decreases the TER. 

Tunneling current

6

TER considering data reading

Precise stack design is needed to obtain a reasonable amount of TER

1

10

100

1000

10000

0 0.5 1 1.5 2 2.5

C
a
lc

u
la

te
d

T
E
R

SiO2 thickness [nm]

100

101

102

103

104

HfO2 4nm

HfO2 5nm
 FTJ with THIN PE

Weak modulation due to small Edep.

 Small TER

 FTJ with THICK PE

Larger voltage is needed for detectable 

read current, leading larger Edep.

 Small TER

S. Fujii et al., SSDM (2021) p.117-118. 

© 2021 The Japan Society of Applied Physics [2]
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Memristive switching

Continuous resistance change due to nucleation and expansion of domains

Opportunity for emerging in-memory computing application 

Boyn, S., Grollier, J., Lecerf, G. et al. Learning through ferroelectric domain dynamics in solid-state synapses. 

Nature Communications 8, 14736 (2017). [3]

https://doi.org/10.1038/ncomms14736   https://creativecommons.org/licenses/by/4.0/
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1. Ferroelectric tunnel junction

2. Ferroelectric HfO2-based tunnel junction

3. FTJ for emerging application

4. Summary

Outline
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Ferroelectric HfO2

OII OIIOI

OII OIIOI OII OIIOI

First reported in 2011

Most common high-k material in CMOS technology

HfO2 with various dopant (Si, Y, etc), Hf0.5Zr0.5O2

10nm or less (much thinner than conventional ferroelectric material such as PZT)
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XRD of ferroelectric HfO2: 

Orthorhombic crystalline structure

Displacement of O atoms contributes 

to ferroelectricity

S. Fujii et al., 

VLSI Tech. (2016) p.148.

© 2016 IEEE [4] 
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Combination of FTJ with HfO2
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̶

Tunneling

current

Polarization reversal

Ferroelectric tunnel junction Ferroelectric HfO2

large

displacement

HfO2-based FTJ: A CMOS compatible emerging non-volatile memory

HfO2-based Ferroelectric Tunnel Junction
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Recent Hafnia-FTJ research

Most of HfO2-FTJ research is on composite barrier structure

Fraunhofer Namlab/Leti UCB KAIST SNU/SKH IBM U Tokyo WD/UCB
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Demonstration of HfO2-based FTJ: Device structure

Simple cross point structure

No current limiter, such as series resistor or transistor , is required

 BE formation

 IL formation

 HfO2 deposition

 TE deposition

 Crystallization anneal

TE

HfO2

IL

BE

100nm

S. Fujii et al., 

VLSI Tech. (2016) p.148.

© 2016 IEEE [4] 
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Demonstration of HfO2-based FTJ: Device performance

Voltage [V]
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architecture

FTJ performance is suitable for cross-point architecture

S. Fujii et al., 

VLSI Tech. (2016) p.148.

© 2016 IEEE [4] 
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Distinguish from Resistive RAM and Trap Asist Tunneling

Clear area scaling Non-filamentary switching

No switching without IL  Consistent with FTJ mechanism
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S. Fujii et al., 
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© 2016 IEEE [4] 
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Device design for FTJ with composite barrier

Precise stack design is necessary for performance improvement
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S. Fujii et al., SSDM (2021) p.117-118. 

© 2021 The Japan Society of Applied Physics [2]
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Device design for FTJ with composite barrier

Thickness design is key for performance improvement
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S. Fujii et al., 
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Thickness control technique: Remote scavenging

Remote scavenging process keeps IL thickness as designed

-Scavenger Ti traps O during crystallization

-IL thickness is kept as designed while suppressing monoclinic phase

S. Fujii et al., 

VLSI Technology 2020, p.1 

© 2020 IEEE [13] 
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Thickness control technique: Template-induced crystallization(TIC)

TIC reduces crystallization temperature, keeping IL as designed

TL

FE-HfO2

IL
BE

w/o PMA
Low temp.

(LT-) PMA

High temp.

(HT-) PMA

S. Kabuyanagi et al. SSDM (2018) p.205

© 2018 The Japan Society of Applied Physics [14]

-Crystallization temperature is lowered owing to the assist of template layer. 

-Low temperature PMA keeps PE thickness as designed.
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HfO2-FTJ with precise thickness control

The improved FTJ shows large TER with low operation current

Device performance

-Analog resistance change

-Low operation current

-Low variability

-State stability

-Cycling endurance

Although low operation current is 

mandatory for future low power 

application, too small read current 

could degrade operation speed 
S. Fujii et al., VLSI Technology 2020, p.1

© 2020 IEEE [13] 
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State stability : Long term data retention

Stable polarization is achieved by decreasing Edep

𝐸𝑑𝑒𝑝 =
𝑃

𝜀𝐹𝐸
1 +

𝜀𝐼𝐿𝑡𝐹𝐸
𝜀𝐹𝐸𝑡𝐼𝐿

−1

+ ̶
+ ̶
+ ̶

+ ̶
+ ̶ +̶

EdepEdep

-Edep is increased with IL thickness

-Thin IL with the assist of TL and remote scavenging achieves stable polarization
S. Fujii et al., VLSI Technology 

2020, p.1 © 2020 IEEE [13] 
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State stability : Short term relaxation

Quick electron trapping in LRS immediately after programming

FE

- - -
e

IL
-

• A quick relaxation is observed after programming

• Electron trapping increases the effective barrier height 
S. Fujii et al., VLSI Technology 2020, p.1

© 2020 IEEE [13] 
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FE engineering for suppressing quick relaxation

Quick relaxation is suppressed by FE process optimization
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© 2021 The Japan Society of Applied Physics [2]
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Cycling endurance of the FTJ

Endurance failure can be described as conventional breakdown model

M. Yamaguchi et al., IRPS 2018, 6D.2

© 2018 IEEE [15]
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- FTJ breakdown is well normalized by Weibull distribution

- Conventional percolation model is applicable

- Endurance failure is caused by breakdown

24

Breakdown mechanism of the HfO2 FTJ

Defects generation in IL determines breakdown

- Weibull slope is independent of the FE thickness  IL determines the breakdown

Device performance

-Analog resistance change

-Low operation current

-Low variability

-State stability

-Cycling endurance

M. Yamaguchi et al., IRPS 2020

© 2020 IEEE [16]
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To improve the endurance

MFS structure with no IL is promising, but difficult to realize it

MFIM MFS

Operation current

Cycling endurance

Very low small current

due to IL

Low-k IL limits the lifetime

No IL increases tunnel current

No IL improves the lifetime

Conventional process 

inevitably forms IL

26

Utilizing TIC for fabricating MFS structure

The TL improves controllability of stack structure

The TL does not need metal cap to form 

orthorhombic phase

 Another route for performance improvement

S. Fujii, VLSI Technology 2020, p.1

© 2020 IEEE [13]



27

MFS FTJ structure

Novel process technologies could realize the MFS structure 

 Template layer 

deposition

 Hafnia deposition

 Crystallization 

anneal

 Semiconductor 

deposition
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The MFS FTJ using our novel process technologies could 

further improve operation current and endurance S. Fujii et al., SSDM (2021) p.117-118. 

© 2021 The Japan Society of Applied Physics [2]
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1. Ferroelectric tunnel junction

2. Ferroelectric HfO2-based tunnel junction

3. FTJ for emerging applications

4. Summary

Outline
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Memristive switching for emerging applications

Analog resistance change can be utilized for emerging applications

5x5 FTJ selectorless crossbar read and write.

R. Berdan, VLSI Technology 2019, p.22

© 2019 IEEE [17] 

30

Memristor-based reinforcement learning

Reinforcement learning (RL)

• Evaluate state  execute action  get reward

• Maximize the reward by learning

• Requires massive computation R. Berdan et al., VLSI Tech. 2019, p.22 © 2019 IEEE [17]

In-memory RL with memristive FTJ

𝑠𝑖 : 𝑎𝑡+1 = max
𝑗
(𝐺𝑖𝑗)



31

In-memory reinforcement learning

Path-finding demonstration using FTJ memristor crossbar

R. Berdan et al., VLSI Tech. 2019, p.22

© 2019 IEEE [17]
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Impact of variability and relaxation on learning performance

FTJ with moderate variability and reduced relaxation shows better performance

R. Berdan et al., VLSI technology 2019, p.22 

© 2019 IEEE [17] 

q
x

S. Fujii et al., VLSI Technology 2020, p.1

© 2020 IEEE [13] 
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Vector Matrix Multiplication (VMM)

Linear computation using FTJ tunneling current 

R. Berdan et al., Nature Electronics (2020) 259

© 2020 Springer Nature [18]

FE

IL

Tunneling current is proportional to conductive 

domain area, s.

Each state has the same b with different a

(effective conductive area).

34

Conversion to linear I-V

VMM operation owing to low variability of FTJ

Linear Iw-Vx curves obtained from non-linear FTJ I-V. 
VMM error s=0.77%

R. Berdan et al., Nature Electronics (2020) 259 © 2020 Springer Nature [18]
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FTJ for emerging applications

Device performance required for various emerging applications are almost the same

HfO2 FTJ is suitable for those applications
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Device requirements

-Analog resistance change

-Low operation current

-Low variability

-State stability

-Cycling endurance

HfO2 FTJ

MFS FTJ could 

be a solution.

MFS FTJ could 

be a solution.
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1. Ferroelectric tunnel junction

2. Ferroelectric HfO2-based tunnel junction

3. FTJ for emerging applications

4. Summary

Outline
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Summary

Company names, product names, and service names may be trademarks of their respective companies.

Ferroelectric tunnel junction

-Depolarization Edep is the TER mechanism. 

-Precise stack design is necessary for reasonable TER.

-Continuous resistance change owing to nucleation and expansion of the domain.  

HfO2 FTJ

-A CMOS compatible emerging memory, having low operation current, low variability, stable memory 

state, and analog resistance change. 

-Precise stack design can be realized by sophisticated process technologies

-Cycling endurance and small read current could be improved using MFS structure

FTJ for emerging application

-Analog resistance change with low variability opened an opportunity for emerging computing 

application, reinforcement learning and vector-matrix-multiplication. 

-Device performance required for various emerging applications are almost the same, and the HfO2 FTJ 

is suitable for those applications. 
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Security Aspects of DRAM

The Story of RowHammer

How Reliable/Secure/Safe is This Bridge?
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Collapse of the “Galloping Gertie”

3Source: AP
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How Secure Are These People?

4Source: https://s-media-cache-ak0.pinimg.com/originals/48/09/54/4809543a9c7700246a0cf8acdae27abf.jpg

Security is about preventing unforeseen consequences



What Is RowHammer?

◼ One can predictably induce bit flips in commodity DRAM chips

❑ >80% of the tested DRAM chips are vulnerable

◼ First example of how a simple hardware failure mechanism 
can create a widespread system security vulnerability

5

An “Early” Position Paper [IMW’13]

◼ Onur Mutlu,
"Memory Scaling: A Systems Architecture Perspective"
Proceedings of the 5th International Memory 
Workshop (IMW), Monterey, CA, May 2013. Slides 
(pptx) (pdf)
EETimes Reprint

https://people.inf.ethz.ch/omutlu/pub/memory-scaling_memcon13.pdf

https://people.inf.ethz.ch/omutlu/pub/memory-scaling_imw13.pdf
http://www.ewh.ieee.org/soc/eds/imw/
https://people.inf.ethz.ch/omutlu/pub/mutlu_memory-scaling_imw13_invited-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/mutlu_memory-scaling_imw13_invited-talk.pdf
http://www.eetimes.com/document.asp?doc_id=1280950
https://people.inf.ethz.ch/omutlu/pub/memory-scaling_memcon13.pdf


The DRAM Scaling Problem

◼ DRAM stores charge in a capacitor (charge-based memory)

❑ Capacitor must be large enough for reliable sensing

❑ Access transistor should be large enough for low leakage and high 
retention time

❑ Scaling beyond 40-35nm (2013) is challenging [ITRS, 2009]

◼ DRAM capacity, cost, and energy/power hard to scale

7

As Memory Scales, It Becomes Unreliable

◼ Data from all of Facebook’s servers worldwide
◼ Meza+, “Revisiting Memory Errors in Large-Scale Production Data Centers,” DSN’15.

8



Large-Scale Failure Analysis of DRAM Chips

◼ Analysis and modeling of memory errors found in all of 
Facebook’s server fleet

◼ Justin Meza, Qiang Wu, Sanjeev Kumar, and Onur Mutlu,
"Revisiting Memory Errors in Large-Scale Production Data 
Centers: Analysis and Modeling of New Trends from the Field"
Proceedings of the 45th Annual IEEE/IFIP International Conference on 
Dependable Systems and Networks (DSN), Rio de Janeiro, Brazil, June 
2015. 
[Slides (pptx) (pdf)] [DRAM Error Model] 

9

Infrastructures to Understand Such Issues

10

An Experimental Study of Data Retention 
Behavior in Modern DRAM Devices: 
Implications for Retention Time Profiling 
Mechanisms (Liu et al., ISCA 2013)

The Efficacy of Error Mitigation Techniques 
for DRAM Retention Failures: A 
Comparative Experimental Study
(Khan et al., SIGMETRICS 2014)

Flipping Bits in Memory Without Accessing 
Them: An Experimental Study of DRAM 
Disturbance Errors (Kim et al., ISCA 2014)

Adaptive-Latency DRAM: Optimizing DRAM 
Timing for the Common-Case (Lee et al., 
HPCA 2015)

AVATAR: A Variable-Retention-Time (VRT) 
Aware Refresh for DRAM Systems (Qureshi
et al., DSN 2015)

http://users.ece.cmu.edu/~omutlu/pub/memory-errors-at-facebook_dsn15.pdf
http://2015.dsn.org/
http://users.ece.cmu.edu/~omutlu/pub/memory-errors-at-facebook_dsn15-talk.pptx
http://users.ece.cmu.edu/~omutlu/pub/memory-errors-at-facebook_dsn15-talk.pdf
https://www.ece.cmu.edu/~safari/tools/memerr/index.html
http://users.ece.cmu.edu/~omutlu/pub/dram-retention-time-characterization_isca13.pdf
http://users.ece.cmu.edu/~omutlu/pub/error-mitigation-for-intermittent-dram-failures_sigmetrics14.pdf
http://users.ece.cmu.edu/~omutlu/pub/dram-row-hammer_isca14.pdf
http://users.ece.cmu.edu/~omutlu/pub/adaptive-latency-dram_hpca15.pdf
http://users.ece.cmu.edu/~omutlu/pub/avatar-dram-refresh_dsn15.pdf


Infrastructures to Understand Such Issues

11Kim+, “Flipping Bits in Memory Without Accessing Them: An 
Experimental Study of DRAM Disturbance Errors,” ISCA 2014.

Temperature
Controller

PC

HeaterFPGAs FPGAs

SoftMC: Open Source DRAM Infrastructure

◼ Hasan Hassan et al., “SoftMC: A 
Flexible and Practical Open-
Source Infrastructure for 
Enabling Experimental DRAM 
Studies,” HPCA 2017.

◼ Flexible

◼ Easy to Use (C++ API)

◼ Open-source 

github.com/CMU-SAFARI/SoftMC 

12

https://people.inf.ethz.ch/omutlu/pub/softMC_hpca17.pdf


SoftMC: Open Source DRAM Infrastructure

◼ https://github.com/CMU-SAFARI/SoftMC

13

SoftMC: Open Source DRAM Infrastructure

◼ https://github.com/CMU-SAFARI/SoftMC

14

https://github.com/CMU-SAFARI/SoftMC
https://github.com/CMU-SAFARI/SoftMC


Data Retention in Memory [Liu et al., ISCA 2013]

◼ Retention Time Profile of DRAM looks like this:

15

Location dependent
Stored value pattern dependent

Time dependent

Liu+, “RAIDR: Retention-Aware Intelligent DRAM Refresh,” ISCA 2012.

RAIDR: Heterogeneous Refresh [ISCA’12]

◼ Jamie Liu, Ben Jaiyen, Richard Veras, and Onur Mutlu,
"RAIDR: Retention-Aware Intelligent DRAM Refresh"
Proceedings of the 39th International Symposium on 
Computer Architecture (ISCA), Portland, OR, June 2012. 
Slides (pdf)

http://users.ece.cmu.edu/~omutlu/pub/raidr-dram-refresh_isca12.pdf
http://isca2012.ittc.ku.edu/
http://users.ece.cmu.edu/~omutlu/pub/liu_isca12_talk.pdf


◼ Jamie Liu, Ben Jaiyen, Yoongu Kim, Chris Wilkerson, and Onur Mutlu,
"An Experimental Study of Data Retention Behavior in Modern DRAM 
Devices: Implications for Retention Time Profiling Mechanisms"
Proceedings of the 40th International Symposium on Computer Architecture
(ISCA), Tel-Aviv, Israel, June 2013. Slides (ppt) Slides (pdf)

17

Analysis of Data Retention Failures [ISCA’13]

◼ Samira Khan, Donghyuk Lee, Yoongu Kim, Alaa Alameldeen, Chris Wilkerson, 
and Onur Mutlu,
"The Efficacy of Error Mitigation Techniques for DRAM Retention 
Failures: A Comparative Experimental Study"
Proceedings of the ACM International Conference on Measurement and 
Modeling of Computer Systems (SIGMETRICS), Austin, TX, June 2014. [Slides 
(pptx) (pdf)] [Poster (pptx) (pdf)] [Full data sets] 

18

Mitigation of Retention Issues [SIGMETRICS’14]

http://users.ece.cmu.edu/~omutlu/pub/dram-retention-time-characterization_isca13.pdf
http://isca2013.eew.technion.ac.il/
http://users.ece.cmu.edu/~omutlu/pub/mutlu_isca13_talk.ppt
http://users.ece.cmu.edu/~omutlu/pub/mutlu_isca13_talk.pdf
http://users.ece.cmu.edu/~omutlu/pub/error-mitigation-for-intermittent-dram-failures_sigmetrics14.pdf
http://www.sigmetrics.org/sigmetrics2014/
http://users.ece.cmu.edu/~omutlu/pub/error-mitigation-for-intermittent-dram-failures_khan_sigmetrics14-talk.pptx
http://users.ece.cmu.edu/~omutlu/pub/error-mitigation-for-intermittent-dram-failures_khan_sigmetrics14-talk.pdf
http://users.ece.cmu.edu/~omutlu/pub/error-mitigation-for-intermittent-dram-failures_khan_sigmetrics14-poster.pptx
http://users.ece.cmu.edu/~omutlu/pub/error-mitigation-for-intermittent-dram-failures_khan_sigmetrics14-poster.pdf
http://www.ece.cmu.edu/~safari/tools/dram-sigmetrics2014-fulldata.html


Mitigation of Retention Issues [DSN’15]

◼ Moinuddin Qureshi, Dae Hyun Kim, Samira Khan, Prashant Nair, and 
Onur Mutlu,
"AVATAR: A Variable-Retention-Time (VRT) Aware Refresh for 
DRAM Systems"
Proceedings of the 45th Annual IEEE/IFIP International Conference on 
Dependable Systems and Networks (DSN), Rio de Janeiro, Brazil, June 
2015. 
[Slides (pptx) (pdf)] 
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◼ Samira Khan, Donghyuk Lee, and Onur Mutlu,
"PARBOR: An Efficient System-Level Technique to Detect Data-
Dependent Failures in DRAM"
Proceedings of the 45th Annual IEEE/IFIP International Conference on 
Dependable Systems and Networks (DSN), Toulouse, France, June 2016.
[Slides (pptx) (pdf)]

Mitigation of Retention Issues [DSN’16]

http://users.ece.cmu.edu/~omutlu/pub/avatar-dram-refresh_dsn15.pdf
http://2015.dsn.org/
http://users.ece.cmu.edu/~omutlu/pub/avatar-dram-refresh_dsn15-talk.pptx
http://users.ece.cmu.edu/~omutlu/pub/avatar-dram-refresh_dsn15-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/parbor-efficient-system-level-test-for-DRAM-failures_dsn16.pdf
http://2015.dsn.org/
https://people.inf.ethz.ch/omutlu/pub/parbor-efficient-system-level-test-for-DRAM-failures_khan_dsn16-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/parbor-efficient-system-level-test-for-DRAM-failures_khan_dsn16-talk.pdf


◼ Samira Khan, Chris Wilkerson, Zhe Wang, Alaa R. Alameldeen, Donghyuk Lee, 
and Onur Mutlu,
"Detecting and Mitigating Data-Dependent DRAM Failures by Exploiting 
Current Memory Content"
Proceedings of the 50th International Symposium on Microarchitecture (MICRO), 
Boston, MA, USA, October 2017.
[Slides (pptx) (pdf)] [Lightning Session Slides (pptx) (pdf)] [Poster (pptx) (pdf)]

Mitigation of Retention Issues [MICRO’17]

Mitigation of Retention Issues [ISCA’17]

◼ Minesh Patel, Jeremie S. Kim, and Onur Mutlu,
"The Reach Profiler (REAPER): Enabling the Mitigation of DRAM 
Retention Failures via Profiling at Aggressive Conditions"
Proceedings of the 44th International Symposium on Computer 
Architecture (ISCA), Toronto, Canada, June 2017.
[Slides (pptx) (pdf)]
[Lightning Session Slides (pptx) (pdf)]

◼ First experimental analysis of (mobile) LPDDR4 chips

◼ Analyzes the complex tradeoff space of retention time profiling

◼ Idea: enable fast and robust profiling at higher refresh intervals & temperatures

https://people.inf.ethz.ch/omutlu/pub/MEMCON-system-level-data-dependent-DRAM-failure-detection-mitigation_micro17.pdf
http://www.microarch.org/micro50/
https://people.inf.ethz.ch/omutlu/pub/MEMCON-system-level-data-dependent-DRAM-failure-detection-mitigation_micro17-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/MEMCON-system-level-data-dependent-DRAM-failure-detection-mitigation_micro17-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/MEMCON-system-level-data-dependent-DRAM-failure-detection-mitigation_micro17-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/MEMCON-system-level-data-dependent-DRAM-failure-detection-mitigation_micro17-lightning-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/MEMCON-system-level-data-dependent-DRAM-failure-detection-mitigation_micro17-poster.pptx
https://people.inf.ethz.ch/omutlu/pub/MEMCON-system-level-data-dependent-DRAM-failure-detection-mitigation_micro17-poster.pdf
https://people.inf.ethz.ch/omutlu/pub/reaper-dram-retention-profiling-lpddr4_isca17.pdf
http://isca17.ece.utoronto.ca/doku.php
https://people.inf.ethz.ch/omutlu/pub/reaper-dram-retention-profiling-lpddr4_isca17-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/reaper-dram-retention-profiling-lpddr4_isca17-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/reaper-dram-retention-profiling-lpddr4_isca17-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/reaper-dram-retention-profiling-lpddr4_isca17-lightning-talk.pdf


Mitigation of Retention Issues [DSN’19]

◼ Minesh Patel, Jeremie S. Kim, Hasan Hassan, and Onur Mutlu,
"Understanding and Modeling On-Die Error Correction in 
Modern DRAM: An Experimental Study Using Real Devices"
Proceedings of the 49th Annual IEEE/IFIP International Conference on 
Dependable Systems and Networks (DSN), Portland, OR, USA, June 
2019.
[Source Code for EINSim, the Error Inference Simulator]
Best paper award.

Mitigation of Retention Issues [MICRO’20]

◼ Minesh Patel, Jeremie S. Kim, Taha Shahroodi, Hasan Hassan, and Onur Mutlu,
"Bit-Exact ECC Recovery (BEER): Determining DRAM On-Die ECC 
Functions by Exploiting DRAM Data Retention Characteristics"
Proceedings of the 53rd International Symposium on 
Microarchitecture (MICRO), Virtual, October 2020.
[Slides (pptx) (pdf)]
[Lightning Talk Slides (pptx) (pdf)]
[Talk Video (15 minutes)]
[Lightning Talk Video (1.5 minutes)]

Best paper award. 

https://people.inf.ethz.ch/omutlu/pub/understanding-and-modeling-in-DRAM-ECC_dsn19.pdf
http://2019.dsn.org/
https://github.com/CMU-SAFARI/EINSim
https://people.inf.ethz.ch/omutlu/pub/BEER-bit-exact-ECC-recovery_micro20.pdf
http://www.microarch.org/micro53/
https://people.inf.ethz.ch/omutlu/pubBEER-bit-exact-ECC-recovery_micro20-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/BEER-bit-exact-ECC-recovery_micro20-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/BEER-bit-exact-ECC-recovery_micro20-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/BEER-bit-exact-ECC-recovery_micro20-lightning-talk.pdf
https://www.youtube.com/watch?v=D97oAbCaJWk
https://www.youtube.com/watch?v=hgSziiRTUY4


Mitigation of Retention Issues [MICRO’21]

◼ Minesh Patel, Geraldo F. de Oliveira Jr., and Onur Mutlu,
"HARP: Practically and Effectively Identifying Uncorrectable Errors in 
Memory Chips That Use On-Die Error-Correcting Codes"
Proceedings of the 54th International Symposium on Microarchitecture (MICRO), 
Virtual, October 2021.
[Slides (pptx) (pdf)]
[Short Talk Slides (pptx) (pdf)]
[Lightning Talk Slides (pptx) (pdf)]
[Talk Video (20 minutes)]
[Lightning Talk Video (1.5 minutes)]
[HARP Source Code (Officially Artifact Evaluated with All Badges)]
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More on DRAM Refresh & Data Retention

26https://www.youtube.com/watch?v=v702wUnaWGE&list=PL5Q2soXY2Zi9xidyIgBxUz7xRPS-wisBN&index=3

https://people.inf.ethz.ch/omutlu/pub/HARP-memory-error-profiling_micro21.pdf
http://www.microarch.org/micro54/
https://people.inf.ethz.ch/omutlu/pub/HARP-memory-error-profiling_micro21-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/HARP-memory-error-profiling_micro21-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/HARP-memory-error-profiling_micro21-short-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/HARP-memory-error-profiling_micro21-short-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/HARP-memory-error-profiling_micro21-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/HARP-memory-error-profiling_micro21-lightning-talk.pdf
https://www.youtube.com/watch?v=w9OlOYKncKM&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=8
https://www.youtube.com/watch?v=2OtBNO4YRyY&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=1
https://github.com/CMU-SAFARI/HARP
https://www.youtube.com/watch?v=v702wUnaWGE&list=PL5Q2soXY2Zi9xidyIgBxUz7xRPS-wisBN&index=3


SoftMC: Enabling DRAM Infrastructure

◼ Hasan Hassan et al., “SoftMC: A 
Flexible and Practical Open-
Source Infrastructure for 
Enabling Experimental DRAM 
Studies,” HPCA 2017.

◼ Flexible

◼ Easy to Use (C++ API)

◼ Open-source 

github.com/CMU-SAFARI/SoftMC 
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A Curious Phenomenon

https://people.inf.ethz.ch/omutlu/pub/softMC_hpca17.pdf


A Curious Discovery [Kim et al., ISCA 2014]

One can 

predictably induce errors 

in most DRAM memory chips
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DRAM RowHammer

A simple hardware failure mechanism 

can create a widespread 

system security vulnerability
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Row
Row

Wordline
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Victim Row

Victim Row

Hammered Row

Repeatedly reading a row enough times (before memory gets 
refreshed) induces disturbance errors in adjacent rows in most 
real DRAM chips you can buy today

OpenedClosed
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Modern DRAM is Prone to Disturbance Errors

Flipping Bits in Memory Without Accessing Them: An Experimental Study of DRAM 
Disturbance Errors, (Kim et al., ISCA 2014)

86%
(37/43)

83%
(45/54)

88%
(28/32)

A company B company C company

Up to

1.0×107

errors 

Up to

2.7×106

errors 

Up to

3.3×105

errors 
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Most DRAM Modules Are Vulnerable

Flipping Bits in Memory Without Accessing Them: An Experimental Study of DRAM 
Disturbance Errors, (Kim et al., ISCA 2014)

http://users.ece.cmu.edu/~omutlu/pub/dram-row-hammer_isca14.pdf
http://users.ece.cmu.edu/~omutlu/pub/dram-row-hammer_isca14.pdf
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All modules from 2012–2013 are vulnerable

First
Appearance

Recent DRAM Is More Vulnerable

CPU

loop:

mov (X), %eax

mov (Y), %ebx

clflush (X)  

clflush (Y)

mfence

jmp loop

Download from: https://github.com/CMU-SAFARI/rowhammer

DRAM Module

A Simple Program Can Induce Many Errors

Y

X

https://github.com/CMU-SAFARI/rowhammer


CPU

Download from: https://github.com/CMU-SAFARI/rowhammer

DRAM Module

A Simple Program Can Induce Many Errors

Y

X1. Avoid cache hits
– Flush X from cache

2. Avoid row hits to X
– Read Y in another row

CPU

loop:

mov (X), %eax

mov (Y), %ebx

clflush (X)  

clflush (Y)

mfence

jmp loop

Download from: https://github.com/CMU-SAFARI/rowhammer

DRAM Module

A Simple Program Can Induce Many Errors

Y

X

https://github.com/CMU-SAFARI/rowhammer
https://github.com/CMU-SAFARI/rowhammer


CPU

loop:

mov (X), %eax

mov (Y), %ebx

clflush (X)  

clflush (Y)

mfence

jmp loop

Download from: https://github.com/CMU-SAFARI/rowhammer

DRAM Module

A Simple Program Can Induce Many Errors

Y

X

CPU

loop:

mov (X), %eax

mov (Y), %ebx

clflush (X)  

clflush (Y)

mfence

jmp loop

Y

X

Download from: https://github.com/CMU-SAFARI/rowhammer

DRAM Module

A Simple Program Can Induce Many Errors

https://github.com/CMU-SAFARI/rowhammer
https://github.com/CMU-SAFARI/rowhammer


A real reliability & security issue 

CPU Architecture Errors Access-Rate

Intel Haswell (2013) 22.9K 12.3M/sec

Intel Ivy Bridge (2012) 20.7K 11.7M/sec

Intel Sandy Bridge (2011) 16.1K 11.6M/sec

AMD Piledriver (2012) 59 6.1M/sec

39Kim+, “Flipping Bits in Memory Without Accessing Them: An Experimental Study of 
DRAM Disturbance Errors,” ISCA 2014.

Observed Errors in Real Systems

One Can Take Over an Otherwise-Secure System

40

Exploiting the DRAM rowhammer bug to 
gain kernel privileges (Seaborn, 2015)

Flipping Bits in Memory Without Accessing Them: 
An Experimental Study of DRAM Disturbance Errors
(Kim et al., ISCA 2014)

http://googleprojectzero.blogspot.com/2015/03/exploiting-dram-rowhammer-bug-to-gain.html
http://users.ece.cmu.edu/~omutlu/pub/dram-row-hammer_isca14.pdf


RowHammer Security Attack Example
◼ “Rowhammer” is a problem with some recent DRAM devices in which 

repeatedly accessing a row of memory can cause bit flips in adjacent rows 
(Kim et al., ISCA 2014). 

❑ Flipping Bits in Memory Without Accessing Them: An Experimental Study of 
DRAM Disturbance Errors (Kim et al., ISCA 2014)

◼ We tested a selection of laptops and found that a subset of them 
exhibited the problem. 

◼ We built two working privilege escalation exploits that use this effect. 

❑ Exploiting the DRAM rowhammer bug to gain kernel privileges (Seaborn+, 2015)

◼ One exploit uses rowhammer-induced bit flips to gain kernel privileges on 
x86-64 Linux when run as an unprivileged userland process. 

◼ When run on a machine vulnerable to the rowhammer problem, the 
process was able to induce bit flips in page table entries (PTEs). 

◼ It was able to use this to gain write access to its own page table, and 
hence gain read-write access to all of physical memory.

41
Exploiting the DRAM rowhammer bug to gain kernel privileges (Seaborn & Dullien, 2015)

Security Implications

42

http://users.ece.cmu.edu/~omutlu/pub/dram-row-hammer_isca14.pdf
http://googleprojectzero.blogspot.com/2015/03/exploiting-dram-rowhammer-bug-to-gain.html
http://googleprojectzero.blogspot.com/2015/03/exploiting-dram-rowhammer-bug-to-gain.html


Security Implications
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More Security Implications (I)

44
Source: https://lab.dsst.io/32c3-slides/7197.html

Rowhammer.js: A Remote Software-Induced Fault Attack in JavaScript (DIMVA’16)

“We can gain unrestricted access to systems of website visitors.”

https://lab.dsst.io/32c3-slides/7197.html


More Security Implications (II)

45
Source: https://fossbytes.com/drammer-rowhammer-attack-android-root-devices/

Drammer: Deterministic Rowhammer
Attacks on Mobile Platforms, CCS’16 

“Can gain control of a smart phone deterministically”

More Security Implications (III)

◼ Using an integrated GPU in a mobile system to remotely 
escalate privilege via the WebGL interface. IEEE S&P 2018
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More Security Implications (IV)

◼ Rowhammer over RDMA (I) USENIX ATC 2018
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More Security Implications (V)

◼ Rowhammer over RDMA (II)

48



More Security Implications (VI)

◼ IEEE S&P 2020

More Security Implications (VII)

◼ USENIX Security 2019



More Security Implications (VIII)

◼ USENIX Security 2020

More Security Implications (IX)
◼ Rowhammer on MLC NAND Flash (based on [Cai+, HPCA 2017])

52



More Security Implications?
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A RowHammer Survey Across the Stack

◼ Onur Mutlu and Jeremie Kim,
"RowHammer: A Retrospective"
IEEE Transactions on Computer-Aided Design of Integrated Circuits and 
Systems (TCAD) Special Issue on Top Picks in Hardware and 
Embedded Security, 2019.
[Preliminary arXiv version]
[Slides from COSADE 2019 (pptx)]
[Slides from VLSI-SOC 2020 (pptx) (pdf)]
[Talk Video (1 hr 15 minutes, with Q&A)]
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https://people.inf.ethz.ch/omutlu/pub/RowHammer-Retrospective_ieee_tcad19.pdf
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=43
https://arxiv.org/pdf/1904.09724.pdf
https://people.inf.ethz.ch/omutlu/pub/onur-RowHammer-COSADE-Keynote-April-4-2019.pptx
https://people.inf.ethz.ch/omutlu/pub/onur-RowHammer-VLSI-SOC-October-9-2020.pptx
https://people.inf.ethz.ch/omutlu/pub/onur-RowHammer-VLSI-SOC-October-9-2020.pdf
https://www.youtube.com/watch?v=sgd7PHQQ1AI&list=PL5Q2soXY2Zi8D_5MGV6EnXEJHnV2YFBJl&index=39


Understanding RowHammer

First RowHammer Analysis
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◼ Yoongu Kim, Ross Daly, Jeremie Kim, Chris Fallin, Ji Hye Lee, Donghyuk Lee, Chris 
Wilkerson, Konrad Lai, and Onur Mutlu,
"Flipping Bits in Memory Without Accessing Them: An Experimental 
Study of DRAM Disturbance Errors"
Proceedings of the 41st International Symposium on Computer Architecture
(ISCA), Minneapolis, MN, June 2014. 
[Slides (pptx) (pdf)] [Lightning Session Slides (pptx) (pdf)] [Source Code and 
Data] [Lecture Video (1 hr 49 mins), 25 September 2020]
One of the 7 papers of 2012-2017 selected as Top Picks in Hardware and 
Embedded Security for IEEE TCAD (link).

https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_isca14.pdf
http://cag.engr.uconn.edu/isca2014/
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_talk_isca14.pptx
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_talk_isca14.pdf
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_lightning-talk_isca14.pptx
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_lightning-talk_isca14.pdf
https://github.com/CMU-SAFARI/rowhammer
https://www.youtube.com/watch?v=KDy632z23UE
https://wp.nyu.edu/toppicksinhardwaresecurity/


RowHammer Infrastructure (2012-2014)

57Kim+, “Flipping Bits in Memory Without Accessing Them: An 
Experimental Study of DRAM Disturbance Errors,” ISCA 2014.

Temperature
Controller

PC

HeaterFPGAs FPGAs
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Tested

DRAM

Modules

from

2008-2014

(129 total)



1. Most Modules Are at Risk

2. Errors vs. Vintage

3. Error = Charge Loss

4. Adjacency: Aggressor & Victim

5. Sensitivity Studies

6. Other Results in Paper

7. Solution Space

59

RowHammer Characterization Results

Flipping Bits in Memory Without Accessing Them: An Experimental Study of DRAM 
Disturbance Errors, (Kim et al., ISCA 2014)

4. Adjacency: Aggressor & Victim

Most aggressors & victims are adjacent
60

Note: For three modules with the most errors (only first bank)
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http://users.ece.cmu.edu/~omutlu/pub/dram-row-hammer_isca14.pdf


Note: For three modules with the most errors (only first bank)
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Less frequent accesses → Fewer errors
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❶ Access Interval (Aggressor)

Note: Using three modules with the most errors (only first bank)

More frequent refreshes → Fewer errors

~7x frequent

6
4

m
s
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❷ Refresh Interval



RowStripe

~RowStripe

❸ Data Pattern
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000000
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000000
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000000

111111

111111

000000

111111

000000

Solid

~Solid

Errors affected by data stored in other cells 
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6. Other Key Observations [ISCA’14]

• Victim Cells ≠ Retention-Weak Cells
– Almost no overlap between them

• Errors are repeatable
– Across ten iterations of testing, >70% of victim cells 

had errors in every iteration

• As many as 4 errors per cache-line
– Simple ECC (e.g., SECDED) cannot prevent all errors

• Cells affected by two aggressors on either side
– Double sided hammering 



Major RowHammer Characteristics (2014)
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◼ Yoongu Kim, Ross Daly, Jeremie Kim, Chris Fallin, Ji Hye Lee, Donghyuk Lee, Chris 
Wilkerson, Konrad Lai, and Onur Mutlu,
"Flipping Bits in Memory Without Accessing Them: An Experimental 
Study of DRAM Disturbance Errors"
Proceedings of the 41st International Symposium on Computer Architecture
(ISCA), Minneapolis, MN, June 2014. 
[Slides (pptx) (pdf)] [Lightning Session Slides (pptx) (pdf)] [Source Code and 
Data] [Lecture Video (1 hr 49 mins), 25 September 2020]
One of the 7 papers of 2012-2017 selected as Top Picks in Hardware and 
Embedded Security for IEEE TCAD (link).

RowHammer is Getting Much Worse (2020)

◼ Jeremie S. Kim, Minesh Patel, A. Giray Yaglikci, Hasan Hassan, 
Roknoddin Azizi, Lois Orosa, and Onur Mutlu,
"Revisiting RowHammer: An Experimental Analysis of Modern 
Devices and Mitigation Techniques"
Proceedings of the 47th International Symposium on Computer 
Architecture (ISCA), Valencia, Spain, June 2020.
[Slides (pptx) (pdf)]
[Lightning Talk Slides (pptx) (pdf)]
[Talk Video (20 minutes)]
[Lightning Talk Video (3 minutes)]
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https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_isca14.pdf
http://cag.engr.uconn.edu/isca2014/
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_talk_isca14.pptx
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_talk_isca14.pdf
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_lightning-talk_isca14.pptx
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_lightning-talk_isca14.pdf
https://github.com/CMU-SAFARI/rowhammer
https://www.youtube.com/watch?v=KDy632z23UE
https://wp.nyu.edu/toppicksinhardwaresecurity/
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20.pdf
http://iscaconf.org/isca2020/
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20-lightning-talk.pdf
https://youtu.be/Lqxc4_ToMUw
https://youtu.be/wDhqi3f1a3Q


New RowHammer Dimensions (2021)
◼ Lois Orosa, Abdullah Giray Yaglikci, Haocong Luo, Ataberk Olgun, Jisung Park, Hasan Hassan, 

Minesh Patel, Jeremie S. Kim, and Onur Mutlu,
"A Deeper Look into RowHammer’s Sensitivities: Experimental Analysis of Real DRAM 
Chips and Implications on Future Attacks and Defenses"
Proceedings of the 54th International Symposium on Microarchitecture (MICRO), Virtual, 
October 2021.
[Slides (pptx) (pdf)]
[Short Talk Slides (pptx) (pdf)]
[Lightning Talk Slides (pptx) (pdf)]
[Talk Video (21 minutes)]
[Lightning Talk Video (1.5 minutes)]
[arXiv version]

◼

67

RowHammer vs. Wordline Voltage (2022)

◼ To appear in DSN 2022
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https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21.pdf
http://www.microarch.org/micro54/
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-short-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-short-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-lightning-talk.pdf
https://www.youtube.com/watch?v=fkM32oA0u6U&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=12
https://www.youtube.com/watch?v=slFNdmPVD-Q&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=6
https://arxiv.org/abs/2110.10291


RowHammer Solutions

Two Types of RowHammer Solutions

◼ Immediate 

❑ To protect the vulnerable DRAM chips in the field

❑ Limited possibilities

◼ Longer-term 

❑ To protect future DRAM chips

❑ Wider range of protection mechanisms

◼ Our ISCA 2014 paper proposes both types of solutions

❑ Seven solutions in total

❑ PARA proposed as best solution → already employed in the field
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Some Potential Solutions (ISCA 2014)

71

Cost• Make better DRAM chips

Cost, Power• Sophisticated ECC

Power, Performance• Refresh frequently

Cost, Power, Complexity• Access counters 

Apple’s Security Patch for RowHammer

◼ https://support.apple.com/en-gb/HT204934

HP, Lenovo, and many other vendors released similar patches

https://support.apple.com/en-gb/HT204934


Our Solution to RowHammer

• PARA: Probabilistic Adjacent Row Activation

• Key Idea
– After closing a row, we activate (i.e., refresh) one of 

its neighbors with a low probability: p = 0.005

• Reliability Guarantee
– When p=0.005, errors in one year: 9.4×10-14

– By adjusting the value of p, we can vary the strength 
of protection against errors

73

Advantages of PARA
• PARA refreshes rows infrequently

– Low power

– Low performance-overhead

• Average slowdown: 0.20% (for 29 benchmarks)

• Maximum slowdown: 0.75%

• PARA is stateless
– Low cost

– Low complexity

• PARA is an effective and low-overhead solution 
to prevent disturbance errors

74



Requirements for PARA
• If implemented in DRAM chip (done today)

– Enough slack in timing and refresh parameters

– Plenty of slack today: 
• Lee et al., “Adaptive-Latency DRAM: Optimizing DRAM Timing for the Common Case,” HPCA 2015.

• Chang et al., “Understanding Latency Variation in Modern DRAM Chips,” SIGMETRICS 2016.

• Lee et al., “Design-Induced Latency Variation in Modern DRAM Chips,” SIGMETRICS 2017.

• Chang et al., “Understanding Reduced-Voltage Operation in Modern DRAM Devices,” SIGMETRICS 2017.

• Ghose et al., “What Your DRAM Power Models Are Not Telling You: Lessons from a Detailed Experimental 
Study,” SIGMETRICS 2018.

• Kim et al., “Solar-DRAM: Reducing DRAM Access Latency by Exploiting the Variation in Local Bitlines,” ICCD 
2018.

• If implemented in memory controller 
– Better coordination between memory controller and 

DRAM

– Memory controller should know which rows are 
physically adjacent 75

Probabilistic Activation in Real Life (I)

76https://twitter.com/isislovecruft/status/1021939922754723841

https://twitter.com/isislovecruft/status/1021939922754723841


Probabilistic Activation in Real Life (II)

77https://twitter.com/isislovecruft/status/1021939922754723841

Seven RowHammer Solutions Proposed
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◼ Yoongu Kim, Ross Daly, Jeremie Kim, Chris Fallin, Ji Hye Lee, Donghyuk Lee, Chris 
Wilkerson, Konrad Lai, and Onur Mutlu,
"Flipping Bits in Memory Without Accessing Them: An Experimental 
Study of DRAM Disturbance Errors"
Proceedings of the 41st International Symposium on Computer Architecture
(ISCA), Minneapolis, MN, June 2014. 
[Slides (pptx) (pdf)] [Lightning Session Slides (pptx) (pdf)] [Source Code and 
Data] [Lecture Video (1 hr 49 mins), 25 September 2020]
One of the 7 papers of 2012-2017 selected as Top Picks in Hardware and 
Embedded Security for IEEE TCAD (link).

https://twitter.com/isislovecruft/status/1021939922754723841
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_isca14.pdf
http://cag.engr.uconn.edu/isca2014/
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_talk_isca14.pptx
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_talk_isca14.pdf
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_lightning-talk_isca14.pptx
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_lightning-talk_isca14.pdf
https://github.com/CMU-SAFARI/rowhammer
https://www.youtube.com/watch?v=KDy632z23UE
https://wp.nyu.edu/toppicksinhardwaresecurity/


A Takeaway

Main Memory Needs 

Intelligent Controllers

for Security, Safety, 
Reliability, Scaling

79

Aside: Intelligent Controller for NAND Flash

USB Jack

Virtex-II Pro

(USB controller)

Virtex-V FPGA

(NAND Controller)

HAPS-52 Mother Board

USB Daughter Board

NAND Daughter Board

1x-nm

NAND Flash

Cai+, “Error Characterization, Mitigation, and Recovery in Flash Memory Based Solid State Drives,” Proc. IEEE 2017.

[DATE 2012, ICCD 2012, DATE 2013, ITJ 2013, ICCD 2013, SIGMETRICS 2014, 
HPCA 2015, DSN 2015, MSST 2015, JSAC 2016, HPCA 2017, DFRWS 2017, 
PIEEE 2017, HPCA 2018, SIGMETRICS 2018]
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https://arxiv.org/pdf/1706.08642

Proceedings of the IEEE, Sept. 2017

Intelligent Flash Controllers [PIEEE’17]

Detailed Lectures on RowHammer

◼ Computer Architecture, Fall 2021, Lecture 5

❑ RowHammer (ETH Zürich, Fall 2021)

❑ https://www.youtube.com/watch?v=7wVKnPj3NVw&list=P
L5Q2soXY2Zi-Mnk1PxjEIG32HAGILkTOF&index=5

◼ Computer Architecture, Fall 2021, Lecture 6

❑ RowHammer and Secure & Reliable Memory (ETH Zürich, 
Fall 2021)

❑ https://www.youtube.com/watch?v=HNd4skQrt6I&list=PL
5Q2soXY2Zi-Mnk1PxjEIG32HAGILkTOF&index=6

https://www.youtube.com/onurmutlulectures
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https://arxiv.org/pdf/1706.08642
https://arxiv.org/pdf/1706.08642
https://www.youtube.com/watch?v=7wVKnPj3NVw&list=PL5Q2soXY2Zi-Mnk1PxjEIG32HAGILkTOF&index=5
https://www.youtube.com/watch?v=HNd4skQrt6I&list=PL5Q2soXY2Zi-Mnk1PxjEIG32HAGILkTOF&index=6
https://www.youtube.com/onurmutlulectures


First RowHammer Analysis
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◼ Yoongu Kim, Ross Daly, Jeremie Kim, Chris Fallin, Ji Hye Lee, Donghyuk Lee, Chris 
Wilkerson, Konrad Lai, and Onur Mutlu,
"Flipping Bits in Memory Without Accessing Them: An Experimental 
Study of DRAM Disturbance Errors"
Proceedings of the 41st International Symposium on Computer Architecture
(ISCA), Minneapolis, MN, June 2014. 
[Slides (pptx) (pdf)] [Lightning Session Slides (pptx) (pdf)] [Source Code and 
Data] [Lecture Video (1 hr 49 mins), 25 September 2020]
One of the 7 papers of 2012-2017 selected as Top Picks in Hardware and 
Embedded Security for IEEE TCAD (link).

Retrospective on RowHammer & Future

84https://people.inf.ethz.ch/omutlu/pub/rowhammer-and-other-memory-issues_date17.pdf

◼ Onur Mutlu,
"The RowHammer Problem and Other Issues We May Face as 
Memory Becomes Denser"
Invited Paper in Proceedings of the Design, Automation, and Test in 
Europe Conference (DATE), Lausanne, Switzerland, March 2017. 
[Slides (pptx) (pdf)] 

https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_isca14.pdf
http://cag.engr.uconn.edu/isca2014/
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_talk_isca14.pptx
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_talk_isca14.pdf
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_lightning-talk_isca14.pptx
https://people.inf.ethz.ch/omutlu/pub/dram-row-hammer_kim_lightning-talk_isca14.pdf
https://github.com/CMU-SAFARI/rowhammer
https://www.youtube.com/watch?v=KDy632z23UE
https://wp.nyu.edu/toppicksinhardwaresecurity/
https://people.inf.ethz.ch/omutlu/pub/rowhammer-and-other-memory-issues_date17.pdf
https://people.inf.ethz.ch/omutlu/pub/rowhammer-and-other-memory-issues_date17.pdf
http://www.date-conference.com/
https://people.inf.ethz.ch/omutlu/pub/onur-Rowhammer-Memory-Security_date17-invited-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/onur-Rowhammer-Memory-Security_date17-invited-talk.pdf


A More Recent RowHammer Retrospective

◼ Onur Mutlu and Jeremie Kim,
"RowHammer: A Retrospective"
IEEE Transactions on Computer-Aided Design of Integrated Circuits and 
Systems (TCAD) Special Issue on Top Picks in Hardware and 
Embedded Security, 2019.
[Preliminary arXiv version]
[Slides from COSADE 2019 (pptx)]
[Slides from VLSI-SOC 2020 (pptx) (pdf)]
[Talk Video (1 hr 15 minutes, with Q&A)]
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RowHammer in 2020-2022

https://people.inf.ethz.ch/omutlu/pub/RowHammer-Retrospective_ieee_tcad19.pdf
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=43
https://arxiv.org/pdf/1904.09724.pdf
https://people.inf.ethz.ch/omutlu/pub/onur-RowHammer-COSADE-Keynote-April-4-2019.pptx
https://people.inf.ethz.ch/omutlu/pub/onur-RowHammer-VLSI-SOC-October-9-2020.pptx
https://people.inf.ethz.ch/omutlu/pub/onur-RowHammer-VLSI-SOC-October-9-2020.pdf
https://www.youtube.com/watch?v=sgd7PHQQ1AI&list=PL5Q2soXY2Zi8D_5MGV6EnXEJHnV2YFBJl&index=39


Revisiting RowHammer

RowHammer is Getting Much Worse

◼ Jeremie S. Kim, Minesh Patel, A. Giray Yaglikci, Hasan Hassan, 
Roknoddin Azizi, Lois Orosa, and Onur Mutlu,
"Revisiting RowHammer: An Experimental Analysis of Modern 
Devices and Mitigation Techniques"
Proceedings of the 47th International Symposium on Computer 
Architecture (ISCA), Valencia, Spain, June 2020.
[Slides (pptx) (pdf)]
[Lightning Talk Slides (pptx) (pdf)]
[Talk Video (20 minutes)]
[Lightning Talk Video (3 minutes)]
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https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20.pdf
http://iscaconf.org/isca2020/
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20-lightning-talk.pdf
https://youtu.be/Lqxc4_ToMUw
https://youtu.be/wDhqi3f1a3Q


89

Key Takeaways from 1580 Chips
• Newer DRAM chips are much more vulnerable to 

RowHammer (more bit flips, happening earlier)

• There are new chips whose weakest cells fail after only 
4800 hammers

• Chips of newer DRAM technology nodes can exhibit 
RowHammer bit flips 1) in more rows and 2) farther 
away from the victim row. 

• Existing mitigation mechanisms are NOT effective at 
future technology nodes

90

DRAM Testing Infrastructures
Three separate testing infrastructures
1. DDR3: FPGA-based SoftMC [Hassan+, HPCA’17] 

(Xilinx ML605) 
2. DDR4: FPGA-based SoftMC [Hassan+, HPCA’17] 

(Xilinx Virtex UltraScale 95)
3. LPDDR4: In-house testing hardware for LPDDR4 chips

All provide fine-grained control over DRAM commands, timing 
parameters and temperature

DDR4 DRAM testing infrastructure
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1580 DRAM Chips Tested

1580 total DRAM chips tested from 300 DRAM modules
• Three major DRAM manufacturers {A, B, C}
• Three DRAM types or standards {DDR3, DDR4, LPDDR4}

• LPDDR4 chips we test implement on-die ECC

• Two technology nodes per DRAM type {old/new, 1x/1y}
• Categorized based on manufacturing date, datasheet publication date, purchase 

date, and characterization results

Type-node: configuration describing a chip’s type and technology 
node generation: DDR3-old/new, DDR4-old/new, LPDDR4-1x/1y
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3. Hammer Count (HC) Effects

RowHammer bit flip rates (i.e., RowHammer vulnerability)
increase with technology node generation

RowHammer bit flip rates increase 
when going from old to new DDR4 technology node generations
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5. First RowHammer Bit Flips per Chip

Newer chips from each DRAM manufacturer 
are more vulnerable to RowHammer 
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5. First RowHammer Bit Flips per Chip

Newer chips from a given DRAM manufacturer 
more vulnerable to RowHammer

There are chips whose weakest cells fail 
after only 4800 hammers

In a DRAM type, HCfirst reduces significantly from 
old to new chips, i.e., DDR3: 69.2k to 22.4k, 
DDR4: 17.5k to 10k, LPDDR4: 16.8k to 4.8k



RowHammer is Getting Much Worse

◼ Jeremie S. Kim, Minesh Patel, A. Giray Yaglikci, Hasan Hassan, 
Roknoddin Azizi, Lois Orosa, and Onur Mutlu,
"Revisiting RowHammer: An Experimental Analysis of Modern 
Devices and Mitigation Techniques"
Proceedings of the 47th International Symposium on Computer 
Architecture (ISCA), Valencia, Spain, June 2020.
[Slides (pptx) (pdf)]
[Lightning Talk Slides (pptx) (pdf)]
[Talk Video (20 minutes)]
[Lightning Talk Video (3 minutes)]
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Detailed Lecture on Revisiting RowHammer

◼ Computer Architecture, Fall 2020, Lecture 5b

❑ RowHammer in 2020: Revisiting RowHammer (ETH Zürich, 
Fall 2020)

❑ https://www.youtube.com/watch?v=gR7XR-
Eepcg&list=PL5Q2soXY2Zi9xidyIgBxUz7xRPS-wisBN&index=10

https://www.youtube.com/onurmutlulectures
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https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20.pdf
http://iscaconf.org/isca2020/
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/Revisiting-RowHammer_isca20-lightning-talk.pdf
https://youtu.be/Lqxc4_ToMUw
https://youtu.be/wDhqi3f1a3Q
https://www.youtube.com/watch?v=gR7XR-Eepcg&list=PL5Q2soXY2Zi9xidyIgBxUz7xRPS-wisBN&index=10
https://www.youtube.com/onurmutlulectures


TRRespass

Industry-Adopted Solutions Do Not Work
◼ Pietro Frigo, Emanuele Vannacci, Hasan Hassan, Victor van der Veen, Onur Mutlu, 

Cristiano Giuffrida, Herbert Bos, and Kaveh Razavi,
"TRRespass: Exploiting the Many Sides of Target Row Refresh"
Proceedings of the 41st IEEE Symposium on Security and Privacy (S&P), San Francisco, 
CA, USA, May 2020.
[Slides (pptx) (pdf)]
[Lecture Slides (pptx) (pdf)]
[Talk Video (17 minutes)]
[Lecture Video (59 minutes)]
[Source Code]
[Web Article]
Best paper award.
Pwnie Award 2020 for Most Innovative Research. Pwnie Awards 2020
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http://people.inf.ethz.ch/omutlu/pub/rowhammer-TRRespass_ieee_security_privacy20.pdf
https://www.ieee-security.org/TC/SP2020/
http://people.inf.ethz.ch/omutlu/pub/rowhammer-TRRespass_ieee_security_privacy20-talk.pptx
http://people.inf.ethz.ch/omutlu/pub/rowhammer-TRRespass_ieee_security_privacy20-talk.pdf
https://safari.ethz.ch/architecture/fall2020/lib/exe/fetch.php?media=onur-comparch-fall2020-lecture5a-rowhammerin2020-trrespass-afterlecture.pptx
https://safari.ethz.ch/architecture/fall2020/lib/exe/fetch.php?media=onur-comparch-fall2020-lecture5a-rowhammerin2020-trrespass-afterlecture.pdf
https://www.youtube.com/watch?v=u2C0prK-w7Q
https://www.youtube.com/watch?v=pwRw7QqK_qA
https://github.com/vusec/trrespass
https://www.vusec.net/projects/trrespass/
https://pwnies.com/winners/


TRRespass

◼ First work to show that TRR-protected DRAM chips are 
vulnerable to RowHammer in the field

❑ Mitigations advertised as secure are not secure

◼ Introduces the Many-sided RowHammer attack

❑ Idea: Hammer many rows to bypass TRR mitigations (e.g., by 
overflowing proprietary TRR tables that detect aggressor rows)

◼ (Partially) reverse-engineers the TRR and pTRR mitigation 
mechanisms implemented in DRAM chips and memory 
controllers

◼ Provides an automatic tool that can effectively create many-
sided RowHammer attacks in DDR4 and LPDDR4(X) chips
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Example Many-Sided Hammering Patterns
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BitFlips vs. Number of Aggressor Rows
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TRRespass Vulnerable DRAM Modules

102



TRRespass Vulnerable Mobile Phones
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TRRespass Based RowHammer Attack

104



TRRespass Key Results

◼ 13 out of 42 tested DDR4 DRAM modules are vulnerable

❑ From all 3 major manufacturers

❑ 3-, 9-, 10-, 14-, 19-sided hammer attacks needed

◼ 5 out of 13 mobile phones tested vulnerable

❑ From 4 major manufacturers

❑ With LPDDR4(X) DRAM chips

◼ These results are scratching the surface

❑ TRRespass tool is not exhaustive

❑ There is a lot of room for uncovering more vulnerable chips 
and phones
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TRRespass Key Takeaways

RowHammer is still 

an open problem

Security by obscurity 

is likely not a good solution
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Detailed Lecture on TRRespass

◼ Computer Architecture, Fall 2020, Lecture 5a

❑ RowHammer in 2020: TRRespass (ETH Zürich, Fall 2020)

❑ https://www.youtube.com/watch?v=pwRw7QqK_qA&list=PL5
Q2soXY2Zi9xidyIgBxUz7xRPS-wisBN&index=9

https://www.youtube.com/onurmutlulectures
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Industry-Adopted Solutions Do Not Work
◼ Pietro Frigo, Emanuele Vannacci, Hasan Hassan, Victor van der Veen, Onur Mutlu, 

Cristiano Giuffrida, Herbert Bos, and Kaveh Razavi,
"TRRespass: Exploiting the Many Sides of Target Row Refresh"
Proceedings of the 41st IEEE Symposium on Security and Privacy (S&P), San Francisco, 
CA, USA, May 2020.
[Slides (pptx) (pdf)]
[Lecture Slides (pptx) (pdf)]
[Talk Video (17 minutes)]
[Lecture Video (59 minutes)]
[Source Code]
[Web Article]
Best paper award.
Pwnie Award 2020 for Most Innovative Research. Pwnie Awards 2020
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https://www.youtube.com/watch?v=pwRw7QqK_qA&list=PL5Q2soXY2Zi9xidyIgBxUz7xRPS-wisBN&index=9
https://www.youtube.com/onurmutlulectures
http://people.inf.ethz.ch/omutlu/pub/rowhammer-TRRespass_ieee_security_privacy20.pdf
https://www.ieee-security.org/TC/SP2020/
http://people.inf.ethz.ch/omutlu/pub/rowhammer-TRRespass_ieee_security_privacy20-talk.pptx
http://people.inf.ethz.ch/omutlu/pub/rowhammer-TRRespass_ieee_security_privacy20-talk.pdf
https://safari.ethz.ch/architecture/fall2020/lib/exe/fetch.php?media=onur-comparch-fall2020-lecture5a-rowhammerin2020-trrespass-afterlecture.pptx
https://safari.ethz.ch/architecture/fall2020/lib/exe/fetch.php?media=onur-comparch-fall2020-lecture5a-rowhammerin2020-trrespass-afterlecture.pdf
https://www.youtube.com/watch?v=u2C0prK-w7Q
https://www.youtube.com/watch?v=pwRw7QqK_qA
https://github.com/vusec/trrespass
https://www.vusec.net/projects/trrespass/
https://pwnies.com/winners/


How to Guarantee That a Chip 

is RowHammer-Free?

Hard to Guarantee RowHammer-Free Chips 

◼ Lucian Cojocar, Jeremie Kim, Minesh Patel, Lillian Tsai, Stefan Saroiu, 
Alec Wolman, and Onur Mutlu,
"Are We Susceptible to Rowhammer? An End-to-End 
Methodology for Cloud Providers"
Proceedings of the 41st IEEE Symposium on Security and 
Privacy (S&P), San Francisco, CA, USA, May 2020.
[Slides (pptx) (pdf)]
[Talk Video (17 minutes)]
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https://people.inf.ethz.ch/omutlu/pub/rowhammer-vulnerability-testing-methodology-for-cloud_ieee_security_privacy20.pdf
https://www.ieee-security.org/TC/SP2020/
https://people.inf.ethz.ch/omutlu/pub/rowhammer-vulnerability-testing-methodology-for-cloud_ieee_security_privacy20-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/rowhammer-vulnerability-testing-methodology-for-cloud_ieee_security_privacy20-talk.pdf
https://www.youtube.com/watch?v=XP1SvxmJoHE


Uncovering TRR 

Almost Completely

Industry-Adopted Solutions Are Very Poor

◼ Hasan Hassan, Yahya Can Tugrul, Jeremie S. Kim, Victor van der Veen, Kaveh Razavi, 
and Onur Mutlu,
"Uncovering In-DRAM RowHammer Protection Mechanisms: A New 
Methodology, Custom RowHammer Patterns, and Implications"
Proceedings of the 54th International Symposium on Microarchitecture (MICRO), 
Virtual, October 2021.
[Slides (pptx) (pdf)]
[Short Talk Slides (pptx) (pdf)]
[Lightning Talk Slides (pptx) (pdf)]
[Talk Video (25 minutes)]
[Lightning Talk Video (100 seconds)]
[arXiv version]
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https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
http://www.microarch.org/micro54/
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-short-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-short-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-lightning-talk.pdf
https://www.youtube.com/watch?v=YkBR9yeLHRs&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=11
https://www.youtube.com/watch?v=HHxeuWVqq8w&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=5
https://arxiv.org/abs/2110.10603
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U-TRR Summary & Key Results
Target Row Refresh (TRR): 

a set of obscure, undocumented, and proprietary RowHammer mitigation techniques

A new methodology that leverages data retention failures to 
uncover the inner workings of TRR and study its security

U-TRR

15x Vendor A
DDR4 modules

U-TRR
New 

RowHammer 
access patterns

15x Vendor B
DDR4 modules

15x Vendor C
DDR4 modules

All 45 modules we test are vulnerable

99.9% of rows in a DRAM bank 
experience at least one RowHammer bit flip

Up to 7 RowHammer bit flips in 
an 8-byte dataword, making ECC ineffective

TRR does not provide security against RowHammer

We cannot easily study the security properties of TRR

Is TRR fully secure? How can we validate its security guarantees?

U-TRR can facilitate the development of new RowHammer attacks 
and more secure RowHammer protection mechanisms
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Overview of U-TRR

U-TRR: A new methodology to
uncover the inner workings of TRR

Key idea: Use data retention failures as a side channel 
to detect when a row is refreshed by TRR

Analysis

RPRs refreshed by 
TRR-induced refresh

Row Scout
(RS)

Profiling 
Configuration

row group layout

row group count

bank

range

...

Retention 
Profiled 

Rows 
(RPR)

TRR Analyzer
(TRR-A)

Experiment 
Configuration

aggressor (A) row addr.

A/D hammer counts

dummy (D) row addr.

hammering mode

REF count

number of rounds

...
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Analyzing TRR-Protected DDR4 Chips

* SoftMC [Hassan+, HPCA’17] enhanced for DDR4
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U-TRR Analysis Summary

15x Vendor A
DDR4 DRAM modules

U-TRR

new RowHammer access patterns
that circumvent TRR

15x Vendor B
DDR4 DRAM modules

15x Vendor C
DDR4 DRAM modules
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Key Takeaways

All 45 modules we test are vulnerable

99.9% of rows in a DRAM bank 
experience at least one RowHammer bit flip

ECC is ineffective: up to 7 RowHammer bit flips 
in an 8-byte dataword
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Effect on Individual Rows

Our RowHammer access patterns 
cause bit flips in more than 99.9% of the rows

All 45 modules we tested are vulnerable
to our new RowHammer access patterns
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Bypassing ECC with New RowHammer Patterns

Conventional DRAM ECC cannot protect
against our new RowHammer access patterns

Modules from all three vendors have many 8-byte data chunks with
3 and more (up to 7) RowHammer bit flips

Vendor A Vendor B Vendor C
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Many Observations & Results in the Paper

• More observations on the TRRs of the three vendors

• Detailed description of the crafted access patterns

• Hammers per aggressor row sensitivity analysis

• Observations and results for individual modules

• …



Uncovering TRR Can Help Future Solutions

◼ Hasan Hassan, Yahya Can Tugrul, Jeremie S. Kim, Victor van der Veen, Kaveh Razavi, 
and Onur Mutlu,
"Uncovering In-DRAM RowHammer Protection Mechanisms: A New 
Methodology, Custom RowHammer Patterns, and Implications"
Proceedings of the 54th International Symposium on Microarchitecture (MICRO), 
Virtual, October 2021.
[Slides (pptx) (pdf)]
[Short Talk Slides (pptx) (pdf)]
[Lightning Talk Slides (pptx) (pdf)]
[Talk Video (25 minutes)]
[Lightning Talk Video (100 seconds)]
[arXiv version]
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New RowHammer 

Characteristics

https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21.pdf
http://www.microarch.org/micro54/
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-short-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-short-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/U-TRR-uncovering-RowHammer-protection-mechanisms_micro21-lightning-talk.pdf
https://www.youtube.com/watch?v=YkBR9yeLHRs&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=11
https://www.youtube.com/watch?v=HHxeuWVqq8w&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=5
https://arxiv.org/abs/2110.10603


RowHammer Has Many Dimensions
◼ Lois Orosa, Abdullah Giray Yaglikci, Haocong Luo, Ataberk Olgun, Jisung Park, Hasan Hassan, 

Minesh Patel, Jeremie S. Kim, and Onur Mutlu,
"A Deeper Look into RowHammer’s Sensitivities: Experimental Analysis of Real DRAM 
Chips and Implications on Future Attacks and Defenses"
Proceedings of the 54th International Symposium on Microarchitecture (MICRO), Virtual, 
October 2021.
[Slides (pptx) (pdf)]
[Short Talk Slides (pptx) (pdf)]
[Lightning Talk Slides (pptx) (pdf)]
[Talk Video (21 minutes)]
[Lightning Talk Video (1.5 minutes)]
[arXiv version]

◼
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Our Goal

Provide insights into three fundamental properties 

To find effective and efficient attacks and defenses

https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21.pdf
http://www.microarch.org/micro54/
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-short-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-short-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-lightning-talk.pdf
https://www.youtube.com/watch?v=fkM32oA0u6U&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=12
https://www.youtube.com/watch?v=slFNdmPVD-Q&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=6
https://arxiv.org/abs/2110.10291
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DRAM Testing Infrastructures

Two separate testing infrastructures
1. DDR3: FPGA-based SoftMC (Xilinx ML605) 
2. DDR4: FPGA-based SoftMC (Xilinx Virtex UltraScale+ XCU200)

FPGA 
(w/SoftMC)

DRAM Module 
and Heater

Temperature
Controller

Fine-grained control over DRAM commands, 
timing parameters and temperature (±0.1°C )

DDR4 DRAM Testing Infrastructure

Host Machine
(via PCI-e) 

126

Mfr.
DDR4 

DIMMs
DDR3 

SODIMMs
# Chips Density Die Org.

A (Micron) 9 1 144 (8) 8Gb (4Gb) B (P) x4 (x8)

B (Samsung) 4 1 32 (8) 4Gb (4Gb) F (Q) x8 (x8)

C (SK Hynix) 5 1 40 (8) 4Gb (4Gb) B (B) x8 (x8)

D (Nanya) 4 - 32 (-) 8Gb (-) C (-) x8 (-)

DRAM Chips Tested

272 DRAM Chips in total

Two DRAM standards

4 Major Manufacturers
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Summary of The Study & Key Results

• 272 DRAM chips from four major manufacturers

• 6 major takeaways from 16 novel observations

• A RowHammer bit flip is more likely to occur 
1) in a bounded range of temperature
2) if the aggressor row is active for longer time 
3) in certain physical regions of the DRAM module under attack

• Our novel observations can inspire and aid future work
- Craft more effective attacks
- Design more effective and efficient defenses
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Reduces the minimum activation count to induce a bit flip by 36% 

Bypasses defenses that do not account for this reduction

Time
Row A is 

active
Row B is 

active
Row A is 

active

Activating aggressor rows as frequently as possible:

TimeRow A is active Row B is active

Keeping aggressor rows active for a longer time:

36% reduction 
in HCfirst

Example Attack Improvement 3:
Bypassing Defenses with Aggressor Row Active Time
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Key Takeaways 
from Spatial Variation Analysis

RowHammer vulnerability significantly varies
across DRAM rows and columns due to design-induced

and manufacturing-process-induced variation

Key Takeaway 5

The distribution of the minimum activation count to observe 
bit flips (HCfirst) exhibits a diverse set of values in a subarray

but similar values across subarrays in the same DRAM module 

Key Takeaway 6
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Spatial Variation across Rows

DRAM Rows (sorted by reducing HCfirst)

The minimum activation count to observe bit flips (HCfirst) 
across DRAM rows:
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The RowHammer vulnerability 
significantly varies across DRAM rows
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Spatial Variation across Rows
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DRAM Rows (sorted by reducing HCfirst)

The RowHammer vulnerability 
significantly varies across DRAM rows
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Spatial Variation across Rows
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DRAM Rows (sorted by reducing HCfirst)

OBSERVATION 12

A small fraction of DRAM rows are significantly more 
vulnerable to RowHammer than the vast majority of the rows
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Spatial Variation across Columns

Column Index

C
h

ip
 I

D Number of 
Bit Flips in 
a Column

OBSERVATION 13

Certain columns are significantly more vulnerable 
to RowHammer than other columns
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Example Defense Improvements
• Example 1: Leveraging variation across DRAM rows

• Example 2: Leveraging variation with temperature

• A DRAM cell experiences bit flips within a bounded temperature range

• A row can be disabled within the row’s vulnerable temperature range

Vulnerable Temperature Range
Temperature

no bit flipsno bit flips

Disable RowA
Temperature

Disable RowB

80% area reduction
for Graphene [Park+, MICRO'20]

33% area reduction 
for BlockHammer [Yağlıkçı+, HPCA'21]90%

10%

Breakdown 
of DRAM Rows

𝟐 ×HCfirst

HCfirst Aggressiveness can be reduced:



Many More Analyses In The Paper
◼ Lois Orosa, Abdullah Giray Yaglikci, Haocong Luo, Ataberk Olgun, Jisung Park, Hasan Hassan, 

Minesh Patel, Jeremie S. Kim, and Onur Mutlu,
"A Deeper Look into RowHammer’s Sensitivities: Experimental Analysis of Real DRAM 
Chips and Implications on Future Attacks and Defenses"
Proceedings of the 54th International Symposium on Microarchitecture (MICRO), Virtual, 
October 2021.
[Slides (pptx) (pdf)]
[Short Talk Slides (pptx) (pdf)]
[Lightning Talk Slides (pptx) (pdf)]
[Talk Video (21 minutes)]
[Lightning Talk Video (1.5 minutes)]
[arXiv version]

◼
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More RowHammer Analysis

https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21.pdf
http://www.microarch.org/micro54/
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-short-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-short-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-lightning-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/ADeeperLookIntoRowhammer_micro21-lightning-talk.pdf
https://www.youtube.com/watch?v=fkM32oA0u6U&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=12
https://www.youtube.com/watch?v=slFNdmPVD-Q&list=PL5Q2soXY2Zi--0LrXSQ9sST3N0k0bXp51&index=6
https://arxiv.org/abs/2110.10291


RowHammer vs. Wordline Voltage (2022)

◼ To appear in DSN 2022
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◼ Voltage swing on a DRAM row’s wordline causes RowHammer

◼ No prior study on the impact of voltage on RowHammer

Sneak Peak: RowHammer vs. Voltage [DSN’22]
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RowHammer vulnerability can be reduced via voltage scaling



New RowHammer Solutions

BlockHammer Solution in 2021

◼ A. Giray Yaglikci, Minesh Patel, Jeremie S. Kim, Roknoddin Azizi, Ataberk Olgun, 
Lois Orosa, Hasan Hassan, Jisung Park, Konstantinos Kanellopoulos, Taha 
Shahroodi, Saugata Ghose, and Onur Mutlu,
"BlockHammer: Preventing RowHammer at Low Cost by Blacklisting 
Rapidly-Accessed DRAM Rows"
Proceedings of the 27th International Symposium on High-Performance 
Computer Architecture (HPCA), Virtual, February-March 2021.
[Slides (pptx) (pdf)]
[Short Talk Slides (pptx) (pdf)]
[Talk Video (22 minutes)]
[Short Talk Video (7 minutes)]
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https://people.inf.ethz.ch/omutlu/pub/BlockHammer_preventing-DRAM-rowhammer-at-low-cost_hpca21.pdf
https://www.hpca-conf.org/2021/
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-preventing-rowhammer-at-low-cost-by-blacklisting-rapidly-accessed-dram-rows_hpca21-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-preventing-rowhammer-at-low-cost-by-blacklisting-rapidly-accessed-dram-rows_hpca21-talk.pdf
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-preventing-rowhammer-at-low-cost-by-blacklisting-rapidly-accessed-dram-rows_hpca21-short-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/BlockHammer-preventing-rowhammer-at-low-cost-by-blacklisting-rapidly-accessed-dram-rows_hpca21-short-talk.pdf
https://www.youtube.com/watch?v=cWbW4qoDFds
https://www.youtube.com/watch?v=40SXSKXW5kY
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RowHammer Solution Approaches
• More robust DRAM chips and/or error-correcting codes

• Increased refresh rate 

• Physical isolation

• Reactive refresh

• Proactive throttling

DRAM Bank

Aggressor Row

Victim Rows

Isolation Rows Large-enough distance

DRAM BankAggressor Row

Victim rows

RefreshVictim Rows

Refresh

Rapidly activated (hammered)

Fewer activations possible
in a refresh interval

Fewer activations allowed for aggressive applications

Cost, Power, Performance, Complexity
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Two Key Challenges

Scalability
with worsening RowHammer vulnerability

1

Compatibility
with commodity DRAM chips

2
Compatibility
with commodity DRAM chips

2
Compatibility
with commodity DRAM chips

2
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Our Goal

To prevent RowHammer efficiently and scalably

without knowledge of or modifications to DRAM internals

144

BlockHammer 
Key Idea

Selectively throttle memory accesses 

that may cause RowHammer bit-flips
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BlockHammer 
Overview of Approach

RowBlocker

Tracks row activation rates using area-efficient Bloom filters

Blacklists rows that are activated at a high rate

Throttles activations targeting a blacklisted row

AttackThrottler

Identifies threads that perform a RowHammer attack

Reduces memory bandwidth usage of identified threads

No row can be activated at a high enough rate to induce bit-flips

Greatly reduces the performance degradation 
and energy wastage a RowHammer attack inflicts on a system
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Evaluation
Scaling with RowHammer Vulnerability

RowHammer
Attack Present

No RowHammer
Attack

BlockHammer’s performance and energy overheads remain negligible (<0.6%)

BlockHammer scalably provides much higher performance (71% on average)
and lower energy consumption (32% on average) than state-of-the-art mechanisms

• System throughput (weighted speedup)
• Job turnaround time (harmonic speedup)

• Unfairness (maximum slowdown)
• DRAM energy consumption 
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Key Results: BlockHammer

• Competitive with state-of-the-art mechanisms when there is no attack

• Superior performance and DRAM energy when RowHammer attack present

• Better hardware area scaling with RowHammer vulnerability

• Security Proof

• Addresses Many-Sided Attacks

• Evaluation of 14 mechanisms representing four mitigation approaches
- Comprehensive Protection

- Compatibility with Commodity DRAM Chips

- Scalability with RowHammer Vulnerability

- Deterministic Protection

A Takeaway

Main Memory Needs 

Intelligent Controllers

for Security, Safety, 
Reliability, Scaling
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More RowHammer in 2020-2022

RowHammer in 2020 (I)
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RowHammer in 2020 (II)
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RowHammer in 2020 (III)
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RowHammer in 2021 (I)

153

RowHammer in 2021 (II)
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RowHammer in 2021 (III)
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RowHammer in 2022 (I)
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RowHammer in 2022 (II)
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RowHammer in 2022 (III)
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RowHammer in 2022 (IV)

159

More to Come…



Future Memory 

Reliability/Security Challenges

Future of Main Memory Security

◼ DRAM is becoming less reliable → more vulnerable

◼ Due to difficulties in DRAM scaling, other problems may 
also appear (or they may be going unnoticed)

◼ Some errors may already be slipping into the field

❑ Read disturb errors (Rowhammer)

❑ Retention errors

❑ Read errors, write errors

❑ …

◼ These errors can also pose security vulnerabilities
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Future of Main Memory Security

◼ DRAM

◼ Flash memory

◼ Emerging Technologies

❑ Phase Change Memory

❑ STT-MRAM

❑ RRAM, memristors

❑ … 
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A Takeaway

Main Memory Needs 

Intelligent Controllers

for Security, Safety, 
Reliability, Scaling
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The Takeaway

Intelligent 

Memory Controllers

Can Avoid Many Failures

& Enable Better Scaling
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Architecting Future Memory for Security 

◼ Understand: Methods for vulnerability modeling & discovery

❑ Modeling and prediction based on real (device) data and analysis

❑ Understanding vulnerabilities

❑ Developing reliable metrics

◼ Architect: Principled architectures with security as key concern

❑ Good partitioning of duties across the stack

❑ Cannot give up performance and efficiency

❑ Patch-ability in the field

◼ Design & Test: Principled design, automation, (online) testing

❑ Design for security

❑ High coverage and good interaction with system reliability 
methods

166



167Kim+, “Flipping Bits in Memory Without Accessing Them: An 
Experimental Study of DRAM Disturbance Errors,” ISCA 2014.

Temperature
Controller

PC

HeaterFPGAs FPGAs

Understand and Model with Experiments (DRAM)

Understand and Model with Experiments (Flash)

USB Jack

Virtex-II Pro

(USB controller)

Virtex-V FPGA

(NAND Controller)

HAPS-52 Mother Board

USB Daughter Board

NAND Daughter Board

1x-nm

NAND Flash

[DATE 2012, ICCD 2012, DATE 2013, ITJ 2013, ICCD 2013, SIGMETRICS 2014, 
HPCA 2015, DSN 2015, MSST 2015, JSAC 2016, HPCA 2017, DFRWS 2017, 
PIEEE 2017, HPCA 2018, SIGMETRICS 2018]

Cai+, “Error Characterization, Mitigation, and Recovery in Flash Memory Based Solid State Drives,” Proc. IEEE 2017.



An Example Intelligent Controller

169https://arxiv.org/pdf/1706.08642

Proceedings of the IEEE, Sept. 2017

Collapse of the “Galloping Gertie” (1940)

170Source: AP
http://www.wsdot.wa.gov/tnbhistory/connections/connections3.htm

https://arxiv.org/pdf/1706.08642
https://arxiv.org/pdf/1706.08642


Another Example (1994)

171Source:  By 최광모 - Own work, CC BY-SA 4.0, https://commons.wikimedia.org/w/index.php?curid=35197984

Yet Another Example (2007)

172
Source:  Morry Gash/AP,
https://www.npr.org/2017/08/01/540669701/10-years-after-bridge-collapse-america-is-still-crumbling?t=1535427165809



A More Recent Example (2018)

173Source: AFP / Valery HACHE, https://www.capitalfm.co.ke/news/2018/08/genoa-bridge-collapse-what-we-know/

The Takeaway, Again

In-Field Patch-ability

(Intelligent Memory)

Can Avoid Such Failures
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An Early Proposal for Intelligent Controllers [IMW’13]

◼ Onur Mutlu,
"Memory Scaling: A Systems Architecture Perspective"
Proceedings of the 5th International Memory 
Workshop (IMW), Monterey, CA, May 2013. Slides 
(pptx) (pdf)
EETimes Reprint

https://people.inf.ethz.ch/omutlu/pub/memory-scaling_memcon13.pdf

Industry Is Writing Papers About It, Too
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https://people.inf.ethz.ch/omutlu/pub/memory-scaling_imw13.pdf
http://www.ewh.ieee.org/soc/eds/imw/
https://people.inf.ethz.ch/omutlu/pub/mutlu_memory-scaling_imw13_invited-talk.pptx
https://people.inf.ethz.ch/omutlu/pub/mutlu_memory-scaling_imw13_invited-talk.pdf
http://www.eetimes.com/document.asp?doc_id=1280950
https://people.inf.ethz.ch/omutlu/pub/memory-scaling_memcon13.pdf


Industry Is Writing Papers About It, Too
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Final Thoughts on RowHammer



Before RowHammer (I)

179https://www.cs.princeton.edu/~appel/papers/memerr.pdf

IEEE S&P 2003

Before RowHammer (II)

180https://www.cs.princeton.edu/~appel/papers/memerr.pdf

IEEE S&P 2003

https://www.cs.princeton.edu/~appel/papers/memerr.pdf
https://www.cs.princeton.edu/~appel/papers/memerr.pdf


After RowHammer

A simple memory error

can be induced by software
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RowHammer: Retrospective
◼ New mindset that has enabled a renewed interest in HW 

security attack research:

❑ Real (memory) chips are vulnerable, in a simple and widespread manner 
→ this causes real security problems

❑ Hardware reliability → security connection is now mainstream discourse 

◼ Many new RowHammer attacks…

❑ Tens of papers in top security & architecture venues 

❑ More to come as RowHammer is getting worse (DDR4 & beyond)

◼ Many new RowHammer solutions…

❑ Apple security release; Memtest86 updated

❑ Many solution proposals in top venues (latest in ASPLOS 2022)

❑ Principled system-DRAM co-design (in original RowHammer paper)

❑ More to come…
182



Perhaps Most Importantly…

◼ RowHammer enabled a shift of mindset in mainstream 
security researchers

❑ General-purpose hardware is fallible, in a widespread manner

❑ Its problems are exploitable

◼ This mindset has enabled many systems security 
researchers to examine hardware in more depth

❑ And understand HW’s inner workings and vulnerabilities

◼ It is no coincidence that two of the groups that discovered 
Meltdown and Spectre heavily worked on RowHammer 
attacks before

❑ More to come…
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Conclusion



Summary: RowHammer

◼ Memory reliability is reducing

◼ Reliability issues open up security vulnerabilities

❑ Very hard to defend against

◼ Rowhammer is a prime example 

❑ First example of how a simple hardware failure mechanism can create 
a widespread system security vulnerability

❑ Its implications on system security research are tremendous & exciting

◼ Bad news: RowHammer is getting worse

◼ Good news: We have a lot more to do 

❑ We are now fully aware hardware is easily fallible

❑ We are developing both attacks and solutions

❑ We are developing principled models, methodologies, solutions
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A RowHammer Survey Across the Stack

◼ Onur Mutlu and Jeremie Kim,
"RowHammer: A Retrospective"
IEEE Transactions on Computer-Aided Design of Integrated Circuits and 
Systems (TCAD) Special Issue on Top Picks in Hardware and 
Embedded Security, 2019.
[Preliminary arXiv version]
[Slides from COSADE 2019 (pptx)]
[Slides from VLSI-SOC 2020 (pptx) (pdf)]
[Talk Video (1 hr 15 minutes, with Q&A)]
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https://people.inf.ethz.ch/omutlu/pub/RowHammer-Retrospective_ieee_tcad19.pdf
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=43
https://arxiv.org/pdf/1904.09724.pdf
https://people.inf.ethz.ch/omutlu/pub/onur-RowHammer-COSADE-Keynote-April-4-2019.pptx
https://people.inf.ethz.ch/omutlu/pub/onur-RowHammer-VLSI-SOC-October-9-2020.pptx
https://people.inf.ethz.ch/omutlu/pub/onur-RowHammer-VLSI-SOC-October-9-2020.pdf
https://www.youtube.com/watch?v=sgd7PHQQ1AI&list=PL5Q2soXY2Zi8D_5MGV6EnXEJHnV2YFBJl&index=39


Detailed Lectures on RowHammer

◼ Computer Architecture, Fall 2021, Lecture 5

❑ RowHammer (ETH Zürich, Fall 2021)

❑ https://www.youtube.com/watch?v=7wVKnPj3NVw&list=P
L5Q2soXY2Zi-Mnk1PxjEIG32HAGILkTOF&index=5

◼ Computer Architecture, Fall 2021, Lecture 6

❑ RowHammer and Secure & Reliable Memory (ETH Zürich, 
Fall 2021)

❑ https://www.youtube.com/watch?v=HNd4skQrt6I&list=PL
5Q2soXY2Zi-Mnk1PxjEIG32HAGILkTOF&index=6

https://www.youtube.com/onurmutlulectures
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https://www.youtube.com/watch?v=7wVKnPj3NVw&list=PL5Q2soXY2Zi-Mnk1PxjEIG32HAGILkTOF&index=5
https://www.youtube.com/watch?v=HNd4skQrt6I&list=PL5Q2soXY2Zi-Mnk1PxjEIG32HAGILkTOF&index=6
https://www.youtube.com/onurmutlulectures
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Thank you!
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Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

◼ Pro: High Density, Low Leakage Power

◼ Con: Long write latency, high write energy

SRAM MRAM

Area 3.66mm
2

3.30mm2

Capacity 128KB 512KB

Read latency 2.25ns 2.32ns

Write latency 2.26ns 11.02ns

Read energy 0.9nJ 0.86nJ

Write energy 0.8nJ 5.0nJ

Cache Leakage

2MB (16x128KB) SRAM 2.09W

8MB (16x512KB) MRAM 0.26W

1T1MTJ 
MRAM

[Guangyu Sun et al, HPCA 2009]

◼ Same area

◼ Same #of banks

◼ L2 cache size 4X 

(MRAM)

MRAM Cache miss reduces! → Higher Perf.

Last 4 benchmark: write extensive Significant lower power (MRAM)

Instruction Per Cycle (IPC)

Why Emerging NVMs?

Non-Volatile Memory Design Space 

4

o Instant ON 

experience

o Prolongs battery life

o High bandwidth

o Low-power

o Reliability

o Mostly OFF

o Power-

efficiency
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Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Industry &
Transportation

BMW 1000RR
Motorrad

Aerospace
TAMU 

Magnetometer

Medical 
Sector

Hemodialysis Machine 
by Nikkiso 

Storage 
Accelerator

Accelerator
ES1GB-U201

NVMe

Card
ES1GB-N03

nvNITRO

Programmable
Logic Controller

Direct Logic
205 PLC

Storage

Optane 
by Intel

DDR3
EMD3D 256Mb

by Everspin

Smart Meter
RIM789 

Smart Meter

Emerging NVM Application

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Emerging NVM Technologies

Emerging
NVMs

STTRAM

MRAM

RRAM

FeRAM/
FRAM

PCRAM

Intel: 750GB, SSD

WD: 32Gb, SCM

Fujitsu: 2Mb, Standalone

Samsung: 8Mb, 
Standalone

Everspin: 1Gb, DDR4

Main
Memory

Main
Memory
/*Cache

Main
Memory

Cache

Cache

*M.-J. Lee, et al. Nature 
Material, 2011



Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Outline

• Basics of hardware security

• CMOS security primitives

• Emerging technologies

• Application in security

• Security vulnerabilities and defenses 

• Conclusions

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Side Channel Attacks

• Possible sources: electrical, ambient, acoustical, temporal… 

• Objective: extract valuable information

8Copyright: Swaroop Ghosh

light

EM

sound

heat

time

Voltage, current



Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Semiconductor Supply Chain

• Profit driven business model that relies on outsourcing
• Security vulnerabilities present at many stages of design and manufacturing process

• Attacks
• Counterfeiting

• Hardware Trojan Horses

• Cloning

• Overproduction

• Reverse engineering

• Non-invasive tampering

9Copyright: Swaroop Ghosh

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

IC Recycling/Counterfeiting



Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Hardware Trojans

• Undesirable/ unintended 
design features to 

• Bypass security features

• Bypasses convention test 
methods

• Triggers in-field failures

11Copyright: Swaroop Ghosh

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Reverse Engineering and Cloning

• Delayering of chip, identification of gates and their connectivity 
information, and, reconstruction of netlist 

• Goals: competitive analysis, cloning and overproduction, siphoning profit

12Copyright: Swaroop Ghosh

Module mux

Wire sell, selr

…

…

endmodule

Intellectual 

property

Layout schematic verilog cloning



Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Non-Invasive Tampering

• Objective is to
• Bypass security features
• Launch denial-of-service attack
• Extract valuable information

13Copyright: Swaroop Ghosh

magnet

heat

Ion gun

UV light

laser

X-ray gun

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Outline

• Basics of hardware security

• CMOS security primitives

• Emerging technologies

• Application in security

• Security vulnerabilities and defenses 

• Conclusions



Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Fresh 

RO

Stressed RO

(t=0)

Case-1

Case-2

Fresh Stressed 

(t=0)

FreshStressed 

(t=0)

Shaded chips are flagged recycled 

Recycling of shaded chips are masked 

Recycling Sensor

• Aged RO is compared with fresh RO 

• Challenges
• Process variation results in wrong decision or masking
• Limited by aging of RO and delay sensitivity of RO on aging

• Prevents recycling/counterfeit ICs

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Physically Unclonable Functions

• PUF replaces the hardcoded key with a challenge response system 
• Response is generated from physical properties of the chip

• Cannot be cloned 

• Prevents cloning, counterfeit IC

16Copyright: Swaroop Ghosh

Original

Server

Key
Key

Access

Cloned

Key

Reverse 

engineered

Key

Access

Original

Server

PUF Challenge (ci)

Response (ri)

Access

Cloned

PUF

ci/ri

database

Challenge (ci)

Response (r’i)

Access denied

challenges

Response

arbiter

Process variation 
results in unique 

die-to-die response



Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Physically Unclonable Functions

• Different chips produce different responses for same challenge

17Copyright: Swaroop Ghosh

challenges

arbiter

0 0 0

‘0’ ‘1’

Path-1 is 

faster

Path-2 is 

faster

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Physically Unclonable Functions

• Process variation is good 

18Copyright: Swaroop Ghosh

challenges

arbiter

0 0 1

‘0’ ‘1’

Path-1 is 

faster
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fasterPath-1

Path-2
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between paths

‘0’                         ‘1’A  B

More responses 

in shaded area



Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

True Random Number Generator

• Key generation and seed generation for authentication, secure communication

19Copyright: Swaroop Ghosh

Petrie, Craig S., and Alvin Connelly. "A noise-based IC random number generator for applications in cryptography." Circuits and Systems I: 

Fundamental Theory and Applications, IEEE Transactions on 47, no. 5 (2000): 615-621.

Direct amplification Oscillator sampling

Discrete time chaos SRAM PUF PUF

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Encryption Engines

• Ensures privacy in 
communication

• Requires extensive shift, XOR 
and addition operation

• Prone to side channel attack

20Copyright: Swaroop Ghosh



Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Hardware Security Primitives- Key Requirements

Security primitive Key Requirements

Recycling sensor Low process variation, high sensitivity to usage

PUF High process variation, nonlinearity

TRNG High entropy

Encryption Recursive shift, multiplication, addition

Miscellaneous Sensitivity to ambient parameters

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Outline

• Basics of hardware security

• CMOS security primitives

• Emerging technologies

• Application in security

• Security vulnerabilities and defenses 

• Conclusions



Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Emerging Technologies

• Opportunities

• Non-volatility, 
electroforming, asymmetric 
read/write, retention, 
magnetization noise, 
stochastic resistance, non-
linearity, random DW 
dynamics…  

• Challenges

• Vulnerabilities

• Need deeper 
understanding for right 
application

23Copyright: Swaroop Ghosh

ReRAM MRAM STTRAM

DWM FeRAM PCRAM

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Recent Commercialization of Emerging NVMs

24

Phase Change RAM*

STT- MRAM
ReRAM



Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

NVM: Resistive RAM (ReRAM)

• ReRAM Features

• Bits stored as resistance state

• Low R → Data “0”, High R → Data “1”

• Possible Oxides: HfO2, TiO2, TaOx,WOx

• Offers lowest footprint (4F2 for xpoint) 

T E

B E

Many Possible 

Resistance 

Levels

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

NVM: Spin Torque Transfer RAM (STTRAM)

• STTRAM Features

• Magnetic Tunnel Junction (MTJ) as Storage element

• MTJ consists of free (FL) and pinned (PL) magnetic layer

• Bits stored as resistance state

• Magnetic Orientation 

• Data “0”: Parallel (Low resistance) 

• Data “1”: Anti-parallel (High resistance)



Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Write head 

(MTJ)

Read 

Bitline
Write 

Bitline

Right 

Shift

Left 

Shift

Read head 

(MTJ)

GND Source Line

Domain Wall Memory

• DWM Features

• Three components: Read MTJ, Write MTJ, Nanowire

• Bits are stored in nanowire that acts like a shift register

• Access mechanism is serial

Wordline

Domain wall

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

NVM: Ferroelectric FET (FeFET)

• FeFET features

• Ferroelectric (FE) layer between metal gate and dielectric layer

• Stores data as polarization state (+ve or -ve) of FE layer

• Inherent 3-terminal structure allows isolation of read and write ports

• If +ve VGS > gate critical voltage → polarization switches to positive



Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Outline

• Basics of hardware security

• CMOS security primitives

• Emerging technologies

• Application in security

• Security vulnerabilities and defenses 

• Conclusions

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Exploiting Persistence-Obfuscation

◼ Average delay overhead: 
1.7X

◼ Average leakage overhead: 
0.9X

◼ Average total power 
overhead: 0.6X

◼ Average area overhead: 2.3X
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Exploiting Variations- Physically Unclonable Functions

• Design

• PV in emerging NVM 

• RRAM based design using RC signal delay to generate PUF response

Govindaraj, ICCD’17

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

MRAM PUF

• Employs random initialization of the MTJ due to physical variations in the MTJ

• Variations create random tilt of energy barrier 

• MTJ free layer is prone to prefer certain initial orientation much similar to SRAM PUF

• Intra-die HD of 0.0225 and an entropy of 0.99

• Decreasing the aspect ratio at constant volume and increasing the volume at constant aspect 
ratio is proposed to increase the tilt angle variation and enhance the stability of the PUF

32

Das, Jayita, Kevin Scott, Srinath Rajaram, Drew Burgett, and Sanjukta Bhanja. "MRAM PUF: A Novel Geometry Based Magnetic PUF With 

Integrated CMOS." (2015).
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DWM-Relay PUF

• Operation of relay-PUF
• DW nucleation

• Race

• Sense

• Relay

• Race…

• Variation in DW velocity due to variation is exploited

• Hamming distance=50%

33
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Anirudh Iyengar, Swaroop Ghosh and Kenneth Ramclam, “Domain wall magnet for embedded memory and hardware security”, Special Issue of Journal of Emerging 

Topics on Circuits and Systems (JETCAS Special Issue), 2015

DW Race Bit Map

Challenge(Bit)

D
W

 R
a

c
e

(P
V

)

5 10 15 20 25 30

5

10

15

20

25

30

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Memory PUF

• DW is raced in memory 
array (pinned: ‘0’ (red), 
remaining: ‘1’ (green))

• Uneven number of ‘0’s 
and ‘1’s at high voltage

• Temperature variation 
changes response

• Hamming distance is 
~44%

34

Memory map for a Typical Chip under PV
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Spintronic TRNG

• Key ideas: 
• Reset the MTJ to AP state 

• Excite the free layer of the MTJ to the bifurcation point by applying a current pulse 

• Magnetization settle in random state due to thermal noise 

• To improve randomness and kill correlation bits are XOR’ed with each other 

• Reset pulse is detrimental to MTJ reliability

• Sharing of reset and sense circuit makes sense MTJ susceptible to read 
disturb

35

Perturb ReadReset

Choi, Won Ho, L. V. Yang, Jongyeon Kim, Abhishek Deshpande, Gyuseong Kang, Jian-ping Wang, and Chris H. Kim. "A Magnetic Tunnel Junction based True Random 

Number Generator with conditional perturb and real-time output probability tracking." In Electron Devices Meeting (IEDM), 2014 IEEE International, pp. 12-5. IEEE, 2014.
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RRAM TRNG

• RTN to generate random bit strings

\RO

SL

BL

CLK

CSRO 

O/P

O/P 

bit stream

Vdd

Vreset = -1.3V

GND

1.62GHz 1.7GHz

Bias 

circuit
RRAM

Vnbias

CSRO 

O/P

Vpbias

Vctrl

Vnbias

Vpbias

Vdd

\RO

Vdd’Reset Reset

SrL

BL

Vdd’

RTN source           

(1T-1R cell)

1.67GHz

83

112

Complementary 

slopes

Nbias  0.021V 

Pbias  0.016V 

Similar differentials

Bias voltage differentials Frequency of CSRO oscillations

Govindaraj, TVLSI’18
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Spintronic Encryption Engine

• SubByte: The DW-based Look-Up Table (LUT) is used to save leakage power

• ShiftRows: To mimic cyclic rotation in nanowire, redundant bits are employed in DW nanowire

• MixColumns: multiplication by shift and addition. For addition domain wall XOR gate is 
employed

• AddRoundKey: This step XORs the SM with the round key

37

] Wang, Yuhao, Hao Yu, Dennis Sylvester, and Pingfan Kong. "Energy efficient in-memory aes encryption based on nonvolatile domain-wall nanowire." In Design,

Automation and Test in Europe Conference and Exhibition (DATE), 2014, pp. 1-4. IEEE, 2014.
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Outline

• Basics of hardware security

• CMOS security primitives

• Emerging technologies

• Application in security

• Security vulnerabilities and defenses 

• Conclusions
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Side Channel Attack & System Level Overview

Side Channel Attack (SCA)

- Powerful physical attack

- Attacks the weakness of the physical 

implementation of a crypto-algorithm 

- Implements divide and conquer 

approach

- Let’s say, the key is 128bit. 

- The possible cases are 2128

- SCA attacks one byte at a time

- Complexity reduces to 16 x 28 = 212

▪ Attack Model:

• Attacker has physical access to the system and can measure the power drawn by the system

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Advanced Encryption Standard (AES)

• AES-128 (Key = 128bit)
→ 10 Rounds

AES

Encryption Key
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Write/Read Current of All Rounds of AES

- Falling transition prevails

Peak value of read current 
depends on 

𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 0′𝑠

𝐿𝑒𝑛𝑔𝑡ℎ 𝑜𝑓 𝑡ℎ𝑒 𝑑𝑎𝑡𝑎

R
0

 t
o

 R
9

R10

Single Bit 

Back
Calculate

R9

• Naming convention:
• R9 means Round 9
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Attack Steps and Result

STTRAM read is more susceptible

Key = 128bits = 16bytes

Attack Result

2. Get Ciphertext (C) (Public)

1. Capture Actual R9 Wave 

3. Back Calc. 256 R9s from C 
(Attack 1 byte = 28 = 256)

4. Correlate Step 1 with Step 3

5. Attack successful: If one                       
r correlation stands out

Attack Steps (Retrieve one byte at a time)

Key byte retrieval: 300traces
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Correlation Analysis

First Key byte retrieval: 
15traces

Leaks the first byte of the key in just 15traces!

*Published in ICCD, 2017
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Side Channel Vulnerability of Other NVMs
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ISLPED’18, HASP’18, ICCD’18.

NVM Issues- Supply Noise

◼ Noise depends on the data pattern

◼ Noise can propagate to other memory bank 

and affecting parallel operation

Supply Noise can be leveraged to launch fault injection/information leakage attack (HASP’18, ISLPED’18)

Attack Model:

◼ Server kind of setting

◼ Two users: Adversary and Victim  

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

◼ Read/write takes multiple clock cycles

◼ Parallel operations on independent banks

- Increases throughput 

◼ Worsen supply noise

◼ Operations can affect each other

Lab of Green and secure Integrated Circuit Systems (LOGICS)
10

1X Write 2X Write

Parallel Accesses
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Supply Noise Induced Fault Injection

◼ Victim/adversary writes P11/P00 in Bankx/Banky simultaneously

◼ Victim incurs both

- Self inflicted bounce

- Adversary inflicted bounce 

◼ Adversary Inflicted bounce reduces as distance increases
Lab of Green and secure Integrated Circuit Systems (LOGICS)
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◼ Supply noise:

- 0 to 50mV: No failure

- 50 to 120mV: 0→1 write fails

- >120mV: both write polarity fails

12

Impact of Supply Noise on Write Operation
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◼ Supply noise:

- 0 to 150mV : No failure

- >150mV : Read ‘1’ Fails

Lab of Green and secure Integrated Circuit Systems (LOGICS)
14

Impact of Supply Noise on Read Operation

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 
ISLPED’18, HASP’18, ICCD’18.

Supply Noise-Induced Row Hammer Attack

◼ Retention Failure

◼ Data→ Not reliable 
anymore

◼ Read Failure

◼ 0 is read as 1 or vice 
versa

◼ Write failure

◼ 1→0 or 0→1 flipping 
fails
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ISLPED’18, HASP’18, ICCD’18.

◼ Higher Volume → Higher base retention → higher write current

◼ For LLC, low base retention desired!

◼ Retention time reduces as ground bounce increases

◼ Lower Base Retention → lower attack duration

Vol. of FL
(cm3)

Thermal 
Stability

Base Ret. 
Time

1.041x10-17 37.99 ~1year
0.973x10-17 35.50 ~1month
0.845x10-17 32.10 ~1day
0.758x10-17 28.95 ~1hr
0.681x10-17 24.85 ~1min 800ms

Retention Failure/Rowhammer

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Lab of Green and secure Integrated Circuit Systems (LOGICS)
13

0 1 0 0 0 1 1 0

Victim writes unknown data pattern

Generates unknown droop/bounce

Adversary reads known data

Stored data

Read data

1 1 0 0 0 1 0 1

0 0 1 1 1 0 0 0

Adversary calculates user data HW by 

finding the unknown droop/bounce 

Information Leakage Attack

Read Failure

Generates known droop/bounce

Information Leakage Attacks
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Trojan Attack Model

◼ Adversary adds Trojans (design or fabrication)

◼ Adversary deploy a program after chip is in the 

market

◼ Program writes one particular L1 cache address Ntr

times with specific data pattern → Trojan triggers

◼ Once triggered

◼ Fault injected to victim’s write/read 

◼ Victim’s data is copied to adversary’s address space

Trojan
Data

Copied

Adv. 

writes to 

Trigger

V
ic

ti
m

 w
ri

te
s 

to
 o

n
e 

ro
w

Victim Add. Space Adv. Add. Space

Trigger

DATE 2019
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NVM Trojan Trigger

RRAM-
Inverter
Circuit

Branch B

P
o

s
it

iv
e

 B
ia

s
N

e
g

a
ti

v
e

 B
ia

s

Trojan Trigger
Vtrigger → 1V

*Published in HOST, 2019
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NVM Trojan Payload

◼ Payload 1: Information leakage (copy data from one cell to 
another)

◼ Payload 2: Write failure (by injecting supply noise)

◼ Payload 3: Read failure (by injecting supply noise)

*Published in DATE, 2019

Payload 2 & 3
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Conclusions

• Hardware supply chain presents several new attack 
surfaces

• Conventional CMOS technologies offer limited 
randomness, variations and noise sources

• Emerging NVMs possess novel ingredients suitable for 
security

• We reviewed multiple techniques and their security 
applications

• We also covered security challenges
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Open Research Problems

• Various new flavors of devices

• SOT-MRAM

• PMA-MTJ

• Skyrmionic memory

• Application areas of hardware primitives

• Data non-repudiation

• System security issues e.g., buffer overflow

• Machine learning 

Lab of Green & Secure Integrated Circuit Systems (LOGICS) 

Thank you!
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